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1. Introductions

1.1 System Description

8028GX28 Managed switches deliver high quality, wide operating temperature range, extended
power input range, IP-30 design, and advanced VLAN & QoS features. It's ideal for harsh
environments and mission critical applications.

8028GX28 Managed switches provides enterprise-class networking features to fulfill the needs of
large network infrastructure and extreme environments.

8028GX28 Managed switches ease the effort to build a network infrastructure which offers a reliable,
well managed and good QoS networking for any business requiring continuous and well-protected
services in industrial environments. With the features such as Fast Failover ring protection, Ethernet
OAM, IEEE 1588v2 / Sync-E and QoS, customers can ensure their network is qualified to deliver
any real-time and high quality applications.

1.2 Using the Web Interface

The object of this document “8028GX28 Web Configuration Tool Guide” is to address the web
feature, design layout and descript how to use the web interface.

1.2.1 Web Browser Support

IE 7 (or newer version) with the following default settings is recommended:

Language script Latin based

Web page font Times New Roman
Plain text font Courier New
Encoding Unicode (UTF-8)
Text size Medium

Firefox with the following default settings is recommended:

Web page font Times New Roman

Encoding Unicode (UTF-8)

Text size 16

AVCOMM technologies Inc. WWWw.avcomm.us 333 West Loop N, St 460, Houston, TX 77024
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Google Chrome with the following default settings is recommended:

Web page font Times New Roman
Encoding Unicode (UTF-8)
Text size Medium

1.2.2 Navigation

All main screens of the web interface can be reached by clicking on hyperlinks in the four menu

boxes on the left side of the screen:

» Status - Display statistics, status, and contents of memory.

» Configuration - Configure the system, interfaces, and filters.

» System - Display system information, download firmware, back up configurations, and modify
users.

You can find the detailed information in section 2.2 Tree View.

1.2.3 Title Bar Icons

Monitor - - 1 e
Maintenance gl Configuration / Bridge Port = (2)
s Modify Refresh Related: Giga Port. WLAN

Previous Command Result- Normal

Link Aggregation

802.1x Authentication

rADIUS Setting
RADIUS Settin e Default F—
of Priority Frame Type

O] GE1 |1 0 - | Al ¥

[T 6E-2 1 0 v | AL =
RIP Redistribute Ojeeft o__SiflAl =
QSPF Confi 7] GE-4 |1 0 v | AL ¥
OSPF Redistribute = = =
OSPF STUB/NSSA Ojees|t g__~fal =
OSPF Virtual-Link 7] 6E6 [1 0 v lal -
QSPF Interface Config
OSPF Neighbor Config O ee7 |1 0 - An i
VRRP Group Config 1| cea = =
DHCP Server — L 0 A

] GE9 |1 0 - | Al ¥
Port Configuration =
Bridge Port I | cE0 ) 0 wifal G
Giga Port [ | cE-11 |1 0 * | AL hi
Port Isolation
Jumbo Frame [0 ] GE-12 |1 0 ~jal i
Port Mirror 1| cEA3 |1 0 - | an =
Ringv2 —

Help Button @

For more information about any screen, click on the Help button on the screen.
Help information is displayed in the same window.

AVCOMM technologies Inc. WWww.avcomm.us 333 West Loop N, St 460, Houston, TX 77024
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Save Button ﬁ

If any unsaved change has been made to the configuration (by you during this or a prior session, or
by any other administrator using the web interface or the Command Line Interface), a Save icon
appears in the title line. To save the running configuration to the startup configuration:
1. Click on the Save icon. The System/Save and Restore screen appears.
2. Click on Submit next to Data Control Action drop-down list on top of System/Save and
Restore screen.

1.2.4 Ending a Session

Toend a session, close your web browser. This prevents an unauthorized user from accessingthe
system using your user name and password.

1.3 Using the Online Help

Each screen has a @ Help button that invokes a page of information relevant to the particular
screen. The Help is displayed in a new window.
Each web page of Configuration/Status/System functions has a corresponding help page.

AVCOMM technologies Inc. WWWw.avcomm.us 333 West Loop N, St 460, Houston, TX 77024
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2. Using the Web

2.1 Login

8028GX28-L3-AC2 Web Interface Login

Username:|
passwords| |
Sign in

Operation 1. Fill Username and Password
2. Click “Sign in”
Field Description
Username Login user name. The maximum length is 32.
Default: admin
Password Login user password. The maximum length is 32.
Default: admin
AVCOMM technologies Inc. WWww.avcomm.us 333 West Loop N, St 460, Houston, TX 77024
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2.2 Tree View

The tree view is a menu of the web. It offers user quickly to get the page for expected data or
configuration.

2.2.1 Configuration Menu (8028Gx28 shown)

Link Aggregation

802.1x Authentication

EADIUS Setting
PAE Port

Layer 3

Interface VLAN

Static Route

RIP w12

BIP Redistribute
OSPF Config

DSPF Redistribute
DOSPF STUB/MSSA
DSPF Vittual-Link
DSPF Interface Config
OSPE Meighbor Config
VERP Group Config
DHCP Server

Port Configuration

Bridge Port

Giga Port
Port Isolation

Jumbo Frame
Port Mirror

Ring Protection

AVCOMM technologies Inc. WWWw.avcomm.us 333 West Loop N, St 460, Houston, TX 77024
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VLAN

Static VLAN

Protocol Based WVLAN
VLAN Translation

VLAN Stacking

MAC Learning & Forwarding
Fdb Static

Aging Time

Spanning Tree Protocol {STP)

STP Bridge
STF Fort

MSTF Bridge
MSTF Port

Policer
Policer Ingress Color
Paolicer Color Marking

Ingress Policer

ACL
Profile Entry Binding
Mirrer Analyzer Port

Shaper
Port
Queue

Queue & Scheduler
CoS & Queue Mapping
Scheduling Profile Binding

Storm Control

Unknown Unicast Control
Unknown Multicast Control
Broadcast Control

Unknown Unicast by VLAR
Unknown Multicast by VAN
Broadcast by VLAN

IGMP

ACL Profile Entry Binding
MVE Profile Entry Binding
VLAN Interface

Static Group Membership

AVCOMM technologies Inc. WWww.avcomm.us 333 West Loop N, St 460, Houston, TX 77024
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2.2.2 Status Menu(8028GX28 shown)

System
Configuration
Status

Front Panel

Alarm/Event

DHCP Binding
Edb

Giga Port Statistics
RMOM

Users

Ring Protection Status

802.1x

PAE Port Status
BADIUS Statistics
EAPQOL Statistics

IGMP
Group Membership
Group Membership Source Fdb

Layer 3

EIP Routes

DSPF Boutes
DSPF Database
DSPFE Meighbors
VERP Groups State

AVCOMM technologies Inc. WWWw.avcomm.us 333 West Loop N, St 460, Houston, TX 77024
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2.2.3 System Menu (8028GX28 shown)

Configuration
Status
System

Eestart
Save & Bestore
Firmware

Alarm Profile

User Administration

SNMP
Options
Community
Trap Target

AVCOMM technologies Inc. WWww.avcomm.us 333 West Loop N, St 460, Houston, TX 77024
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2.3 Configuration

2.3.1 Link Aggregation

Configuration / Link Aggregation .

Pravicus Command Result: Mormal

{Mote: Trunk Group 1, 2, CANNOT take the same mamber port to 2ach other; Max 4 member ports in 3 Trunk Group.}

Trunk Group 1 | Disttied vl[ Modify
i B Member Port
Select Member Port
GE-1 GE-Z GE-3 GE-4 GE-5 GE-§ GE-T GE-§ GE-3 GE-10
GE-11 GE-12 GE-13 GE-14 GE-15 GE-16 GE-17 GE-18 GE-19 GE-20
GE-21 GE-22 GE-23 GE-24 GE-25 GE-26 GE-27 GE-28
Trunk Group 2 | Disitisd v” Vodify ]
M o i Member Port
Select Member Port
GE1 GE-2 GE-2 GE-4 GES GE& GET GE-& GE§ GE-10
GE-11 GE-12 GE-13 GE-14 GEA5 GE-16 GEA7 GE-18 GE18 GE-20
GE-1 GE-22 GE-22 GE-4 GE-25 GE-26 GE-27 GE-28
Operation Modify:
1. Select port with check box from GE-1 ~ GE-xx (xx = 10~28).
2. Click Modify button.
Field Description
Trunk Group Trunk Group number.
Note:
Trunk Group 1 & 2 CANNOT take the member port that is
already assigned to another Trunk Group; Max 4 member ports in a Trunk Group.
Otherwise, the modification would be failed.

Member Port Display current member port of Trunk Group.

Mode To enable/disable Link Aggregation for Trunk Group.

GE-1~GE-xx (xx=10~28) To select member ports for Trunk Group. If Link Aggregation mode is disabled,
then the member port would be cleared, that represents no member port is assigned
to Trunk Group.

AVCOMM technologies Inc. WWWw.avcomm.us 333 West Loop N, St 460, Houston, TX 77024
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2.3.2 802.1x Authentication
2.3.2.1 RADIUS Setting

Configuration / 802.1x / RADIUS Setting

Previous Command Result: Normal

sever i 00| JP ]

Related: RADIUS Statistics

AuthPort 1812
Secret Key |
Operation Modify:
1. Modify Server IP, Authentication Port and Secret Key fields.
2. Click "Modify" button to apply change.
Field Description
Server IP The IP address of RADIUS server.
Allow IPv4 address. 0.0.0.0 means disable RADIUS.
Default is 0.0.0.0.
Auth Port The UDP port of RADIUS server for authentication.
Range 1~65535.
Default is 1812.
Secret Key The key to be used between RADIUS server and Authenticator.

Range 0~16 chars.

Default is empty string.

AVCOMM technologies Inc.
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ntication

Previous Command Result: Normal

[System AuthControl T [ veary ]

Configuration / 802.1x / PAE Port Authentication

Related: PAE Port Status EAPOL Statistics

@ || R ot Pem:c] Per?;:sm) G 3 | T L — H:;a:est
0| t [Fecesstozed  o|[Dmted @]|f500 | |0 Hi 0 3 A
O| 2 [Feceiszmzed of|[Dmsed || om0 ko [0 30 30 2
O 3 [Fecesmazd  »)|[D=ied || pon0 [ 50 ] El H
0| 4 |[Focasosed  of|||Dmied 8] | po0d T 30 30 30 2
O| 5 [Feeimamd v [Ded || pa po [Fo 30 Ej B
ol e |Fcesmiomzed o] [Datied 88| [pe00 & 130 30 30 2
O 7 [Feces= 3600 Fa 0 ] Ej B
a] Free s 3400 ko [0 30 Ej B
E Foce_amoned | [Deed ]| fe00 [T [Fo €] 50 H
[&] Frece_srt || [T 5600 ko 50 30 30 2
O 11 [Feeimemed o) [Deed %) | 500 Iz o 70 ] B
O 12 [Foceamozed o [Dmied ]| oo fo =0 Ei E3 2
O 13 [Fecimazd  »||[D=od | 600 ) i ) B B
O 14 [Fece_smmoemed o#|[Dssned ]| s ko ] ] Ej B
ol s ijv i [T 50 30 50 B
00| 16 |Fomceswmorzed ]| [Ditied 88| |00 ko 50 30 30 2
O 17 [Fecesmezd  o)|[Dmied | 600 ke 0 ] B B
O 18 |Focc dchoned o8| |Dmatied ] | pe00 T ] 0 30 2
ﬁ|TFm_=;n‘czxd || [Dsmza | | foon Fe 5] | o A
[ 20 |Force sgoezed || [Disatied || 5600 1k 30 | Jat 2

Operation

Modify System Auth. Control:

1. Select System Auth. Control.
2. Click "Modify" button to apply change.

Modify PAE Port Authentication:

1. Update below fields.
2. Check up the port(s) to be changed.

Click "Modify" button to modify PAE Port Authentication options.

Field

Description

System AuthControl

Enable/Disable system 802.1x authentication function.

Default value is Disabled.

Port

PAE port: 1 ~ MAX Number of Port.

Auth Control

The authentication type of PAE port.
Allow Force_Unauthorized/Force_Authorized/Auto.

Default is Force_Authorized.

ReAuth Enabled

Enable/Disable re-authenticate of PAE port.

Default is Disable.

AVCOMM technologies Inc.

WWWw.avcomm.us 333 West Loop N, St 460, Houston, TX 77024
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ReAuth Period

The period of re-authenticant of PAE port.
Range 1~3600 sec.
Default is 3600 sec.

Quiet Period The quiet period of PAE port.
Range 1~255 sec.
Default is 60 sec.
Tx Period The timeout of authenticator waiting for EAP-Response/ Identity from supplication of

PAE port.
Range 1~255 sec.

Default is 30 sec.

Supp. Timeout

The timeout of authenticator wait for EAP-Response (exclude EAP-Request/Identify)
after sending EAP-Request.
Range 1~255 sec.

Default is 30 sec.

Server Timeout

The timeout time of Authenticator wait Access-Challenge/ Access-Accept/
Access-Reject after sending Access-Request.
Range 1~255 sec.

Default is 30 sec.

Max Request

The max times of backend Authenticator send EAP-Request to supplicant before
restarting the authentication process.

Range 1~10.

Default is 2.

AVCOMM technologies Inc.

WWww.avcomm.us 333 West Loop N, St 460, Houston, TX 77024
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2.3.3 Layer 3 (Supported in 8028GX28 only)
2.3.3.1 Interface VLAN

Configuration / Interface VLAN

Previous Command Result: Normal

Relsted: DHCP Server DHCP Binding

IP Routing ]z:r_=.a':-;-d

=

Metmask: [0 |

[ Modity H Dekete ]

vID | IP E&Eress

Pl 1E]

| Mac address |
[00:11:22:D0:F0-00|

Operation

Modify the IP Routing:

1. Select IP Routing field.

2. Click "Modify" button to apply change.

Create New:

1. Fill VID, IP Address and Netmask.

2. Click "Create New" button to create Interface VLAN..
Delete:

1. Multi-select a row data in Interface VLAN table.

2. Click "Delete" button to delete Interface VLAN.

Field

Description

IP Routing

Layer 3 IP routing/forward.
Allow Disabled/Enabled.

Default value is Disabled.

VvVID

The identity for the RIP Interface.
Range 1~4094.
1st RIP interface VLAN always exist for VLAN 1. (Only support set can't be deleted)

IP Address

IP address for the vlan interface.
Range 0~255.

Default value is 0.

AVCOMM technologies Inc.

WWWw.avcomm.us 333 West Loop N, St 460, Houston, TX 77024
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Network subnet mask for the VLAN interface.
Netmask Range 0~255.

Default value is 0.

MAC address for the VLAN interface.
Mac Address
Read only.

AVCOMM technologies Inc. WWww.avcomm.us 333 West Loop N, St 460, Houston, TX 77024
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2.3.3.2 Static Route

Configuration / Static Route S @
Previous Command Result: Mormal
| Default Gateway !Tu_f| . |j [:_J_—|I Modify
Destnaton: | [ [ [ ]
vewas [ [ [ [ ]
cawy: [ J[J[ [ ]
[0 [index| Destination |  Metmask | Gateway |
Operation Modify default gateway:
Click "Modify" button to apply new gateway.
Create new static route:
1. Fill Destination, Netmask and Gateway.
2. Click "Create New" button to create one static route.
Delete static route:
1. Select static route entry(s).
2. Click "Delete" button to delete selection.
Field Description
Default Gateway Input default gateway IP address for management and Layer3 VLAN interface routing.
Destination Destination network address of static route.
Netmask Network subnet mask for the route.
Gateway Next hop IP address for the destination network.
Index The index of the static route.
AVCOMM technologies Inc. WWWw.avcomm.us 333 West Loop N, St 460, Houston, TX 77024
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Previous Command Result: Mormal

Configuration / RIP vi/v2

7]

Related: RIF Routs Table

=

|

RIP Mode

| |
Routing Update Time (sec) |
| |

|

Distied  a||Value range Disabled/Enabled.

|Enable/Disable RIP protocol.

iz Dizsbled,

table _u-pEa._t_é timer.
|Value range is 20~2600.
|Default is 30 sec.

-
Garbage Collecticn Timeout [sec)

Garbage collection timer.
Value range is 20~3600.
Cefsult is 120 zac.

|
Routing Timeout {sec)

il-:{autir.g information timeout timer,
|Vahse range is 20~2800.
|Default is 180 .

] 2 | amne [0 2R
[T¥][o=ted_ ]2 |[Fosemd w|[BeRer  w|[Dmied
[ Wadify ” Deiets ]
o B ey |
Operation Modify RIP settings:
1. Select RIP Mode, Routing Update Time, Garbage Collection Timeout andRouting
Timeout.
2. Click "Modify" button to apply changes.
Create RIP interface VLAN settings:
1. Create VID, RIP Mode, Auth Type, Auth Key, Send Version, Recv Versionand
Split Horizon.
2. Click "Modify" button to apply changes.
Modify RIP interface VLAN settings:
1. Modify RIP Mode, Auth Type, Auth Key, Send Version, Recv Version and Split
Horizon.
2. Click "Modify" button to apply changes.
Field Description
RIP Mode RIP protocol mode.
Allow Disabled/Enabled.
Default value is Disabled.

AVCOMM technologies Inc.

WWW.avcomm.us
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Routing Update Time

Routing table update timer.
Range is 20~3600.

Default value is 30 sec.

Garbage Collection

Timeout

Garbage collection timer.
Range is 20~3600.

Default value is 120 sec.

Routing Timeout

Routing information timeout timer.
Range is 20~3600.

Default value is 180 sec.

VvVID

The identity for the RIP interface VLAN.
Range 1~4094.
1st RIP interface VLAN always exists for VLAN 1. (Only support set can't be deleted)

RIP Mode

RIP Mode is used to enable RIP on an VLAN interface.
Range Disabled/Enabled.

Default value is Disabled.

Auth Type

Auth Type is the type of Authentication used on this interface.
Range Disabled/Enabled.

Default value is Disabled.

Auth Key

The Authentication Key.
The max is 16 chars.

The default value is empty string which is all nulls.

Send Version

Version of RIP packet sent from this interface.
Range NoSend/RIP 1/RIP 2/ Both
The default value is RIP1.

Recv Version

Version of RIP packet which will be received by this interface.
Range NoRecv/RIP 1/RIP 2/ RIP 1 or RIP 2.
Default value is RIP 1 or RIP 2.

Split Horizon

SplitHorizon is used to control split horizon routing update behavior.
Range Disabled/ Simple /Poison.

Default value is Simple.

AVCOMM technologies Inc.

WWWw.avcomm.us 333 West Loop N, St 460, Houston, TX 77024
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2.3.3.4 RIP Redistribute

Configuration / RIP Redistribute

Previous Command Result: Normal

[Protocol | State | Metric |

L
{Connect |Diztid | EJ |

ismc Trisatled v

| B
pser [Dsmed o8 P |

=8

] E

Relsted: BIP Routs Table

Operation Modify:
1. Modify State, and Metric.
2. Click "Modify" button to apply changes.
Field Description
Protocol RIP Redistribute System support Connect, Static, OSPF Three entry Protocol.
State Disabled / Enabled Protocol.
Metric Range is 0~ 16.

Default value is 0.

AVCOMM technologies Inc.
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Previous Command Result: Normal

Configuration / OSPF Config (2

||
Related: OSPF Redistribute OSPF STUB/NSSA OSPE Virtusl-Link

lospF [Dmues w |oSPF Enabied/Disabied Mode.
b ype E=—) e
| B |Standard: Standsrd behavior (RFCZI2E).
[RFC1583 | Disshied | ;Enablac.-'Disablef RFC1583 compatibility.
[Router-D FIr T TR T [Router-ID for the OSFF Frocess,
Operation Modify:
1.  Modify OSPF, ABR Type, RFC 1583, and Router-ID.
2. Click "Modify" button to apply changes.
Field Description
OSPF Value range Disabled/Enabled, default is Disabled.
Set OSPF ABR Type.
Cisco: Alternative ABR, cisco implementation.
ABR Type
Shortcut: Shortcut ABR.
Standard: Standard behavior (RFC2328).
Enabled/Disabled RFC1583 compatibility.
RFC 1583
Value range Disabled/Enabled, default is Disabled.
Route-ID Router-ID for the OSPF Process.
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2.3.3.6 OSPF Redistribute

Previous Command Result: Normal

Configuration / OSPF Redistribute = 7

Related: OSPF Config OSPF STUB/NSSA OSPF VirtusHLink

[Protocol | State [ MetricType | Metric
{Connect | Disbled || Boemal T 2 ~ 20

[tatic. [ Disded | [Eoemel Tie 2 ~|ED

P [Debed W|[EomaiTmez w0
Operation Modify:

1. Modify State, Metric Type, and Metric of Protocols..

2. Click "Modify" button to apply changes.

Field Description
Protocol OSPF Redistribute System supports Connect, Static, RIP Three entry Protocol.
State Disabled / Enabled Protocol.
Metric Type Select External Type1, External Type2, Default: External Type2.
Range is 0~ 16777214.
Metric

Default value is 20.

AVCOMM technologies Inc.
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2.3.3.7 OSPF STUB/NSSA

Configuration / OSPF STUB/NSSA (2
Related: OSPF Redistribute OSPF Config OSPF VirtuakLink
Previous Command Result: Success
SO
Type: 5TUB b
Translate ; |DEsted
[ Modty |[ Dekx |
L amawm [ Type [ Transiate
[OF JEJp JE ] E= 3 [ |
Operation Create:
1. Fill the fields of Area ID, Type, and Translate.
2. Clink “Create New” to create a new Area ID.,
Modify:
1. Modify State, Metric Type, and Metric of Protocols..
2. Click "Modify" button to apply changes.
Delete:
1. To select checkbox.
2. Click "Delete" button to Delete OSPF STUB/NSSA.
Field Description
Area ID IP Address Format Range 0.0.0.1~ 255.255.255.255.
1. STUB (No support Translate Function)
2. STUB NO SUMMARY (No support Translate Function)
Type
3. NSSA
4. NSSA NO SUMMARY
Range: Disabled / Enabled.
Translate
Default: Disabled.
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2.3.3.8 OSPF Virtual-Link

Configuration / OSPF Virtual-Link — 2

] E

Related: OSPF Config OSPF Redistribute SSPF STUB/NSSA

Previous Command Result: Normal

Meighbor 10+ E| . D E

]
(]
E‘
]

Area 1D | Heighbor ID

Operation Create:

1. Fill the fields of Area ID, and Neighbor ID.

2. Clink “Create New” to create OSPF Virtual-Link.
Delete:

1. To select checkbox.

2. Click "Delete" button to Delete OSPF Virtual-Link .

Field Description
Area D IP Address Format Range 0.0.0.1~ 255.255.255.255.
Neighbor ID IP Address Format Range 0.0.0.0~ 255.255.255.255.
AVCOMM technologies Inc. WWww.avcomm.us 333 West Loop N, St 460, Houston, TX 77024
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2.3.3.9 OSPF Interface Config

Configuration / OSPF Interface Config
Modify Delete

Previous Command Result: Mormal

Interface VLAN: |1

- Mo dats -

Modify:

Configuration / OSPF Interface Config
Modify Delete

Previous Command Result:Success

Interface VLAN: |1 a#

Area IO 0 OSPF Arza D as a Decimal Value.
1. Point to Point: Specify OSPF point-to-point netwark.
EEFELE 2. Brosdcast: Specify O5PF broadcast multi-scoess network.
Betmct Froo Broadet i 3. Mo Brosdoast: Specify OSPF MBMA netwark.
4. Point to Multi-Point: Specify OSPF point-to-multipoint netwark.
Priarity Riowter priority.

‘Value Rangs 0~255, Default Valus 1.

Interiace cost.
‘Walue Rangs 1-85535, Default Value 10,

Time betwesn HELLO pachkets.

L]
o]
Hello-Interval Value Range 1~85525, Default Value 10.
fa ]
]
L]

Cost

Interval sfter which a neighbor is declarsd dead.
'Value Rangs 1-85535, Default Value 40,

Time betwesn retransmitting lost link stste sdvertissments.
'Valee Rangs 3~85535, Default Valus 5.

Link state transmit delay.

Dead-Interval

Retransmit-Interval

i A Ly \zluz Rangs 1-85535, Default Vaive 1.
MTU-lgnors Distled v |Diszbie mtu mismatch detection.
1. Simple Mode: Support Authentication-key Config.
Auth Mode § Auth-key |Distied v|| | |2. Crypt Mode: Support Message Digest Key-ID and Message Digest Key Config.
Authenticstion password {(key)
i : \Meszage Digest Key-1D: Message digest suthentication password (key)Key ID Rangs: 1285,
Illes geldigesi AR l:l '1:| |h$55-age Digest Ki=y: The OSPF password {key) (maximum 15 characters).

AVCOMM technologies Inc. WWWw.avcomm.us 333 West Loop N, St 460, Houston, TX 77024

26


http://www.avcomm.us

AVCOMM

— INDUSTRIALIT—

Operation

Modify:

1. To modify setting data

2. Click "Modify" button to modify OSPF Interface Config data.
Delete:

Click "Delete" button to delete OSPF Interface Config data..

Field

Description

Area ID

OSPF Area ID as a Decimal Value.

Network Type

1. Point to Point: Specify OSPF point-to-point network.

2. Broadcast: Specify OSPF broadcast multi-access network.

3. No Broadcast: Specify OSPF NBMA network.

4. Point to Multi-Point: Specify OSPF point-to-multipoint network.

Priority

Router priority.

Value Range 0~255, Default Value 1.

Cost

Interface cost.

Value Range 1~65535, Default Value 10.

Hello-Interval

Time between HELLO packets.
Value Range 1~65535, Default Value 10.

Dead-Interval

Interval after which a neighbor is declared dead.

Value Range 1~65535, Default Value 40.

Retransmit-Interval

Time between retransmitting lost link state advertisements.

Value Range 3~65535, Default Value 5.

Transmit-Delay

Link state transmit delay.

Value Range 1~65535, Default Value 1.

MTU-Ignore

Disable mtu mismatch detection.

Auth Mode / Auth-key

1. Simple Mode: Support Authentication-key Config.
2. Crypt Mode: Support Message Digest Key-ID and Message Digest Key Config.

Authentication password (key)

Message Digest Key-ID /
Key

Message Digest Key-ID: Message digest authentication password (key)Key ID Range:
1~255.

Message Digest Key: The OSPF password (key) (maximum 16 characters).

AVCOMM technologies Inc.

WWww.avcomm.us 333 West Loop N, St 460, Houston, TX 77024
27



http://www.avcomm.us

AVCOMM

— INDUSTRIALIT—

2.3.3.10 OSPF Neighbor Config

Configuration / OSPF Neighbor Configure

Related: OSPF Config OSPF Redistribute OSPF STUB/MNSSA

Previous Command Result: Normal

saass: FE I JE]
Foll-Interval: E

Prorty : [0 |
(e ) (o= )
T Address | Pollinterval | Priority |

Operation Create:
1. To fill Address, Poll-Interval and Priority
2. Click "Create New" button to create OSPF Neighbor Config.
Modify:
1.  To modify setting data
2. Select checkbox
3. Click "Modify" button to modify OSPF Neighbor Config data.
Delete:
1. Select checkbox
2. Click "Delete" button to delete OSPF Neighbor Config data.

Field Description

Address IP Address Format Range 0.0.0.1~ 255.255.255.255.

Poll-Interval Value Range 1~65535 second, Default Value 60.

Priority Value Range 1~255, Default Value 0.

AVCOMM technologies Inc. WWWw.avcomm.us 333 West Loop N, St 460, Houston, TX 77024
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2.3.3.11 VRRP Group Config

Configuration / VRRP Group Config (2

Related: VRRF Group State

[ Modify ”_ Delete ]

Previous Command Result: Normal

[ Advertize- |

VLAN Learn Master's

D !Imﬂm [vRRF ID | Virtual Router Address ::;t:::; iPrl’nrih‘ré Pre-emp‘tinn: sdvinterval | Auth Mode
8 FJ1 PIETEIE] ) o O e | e

Operation Modify (Create):

1. Fill first row data.

2. Click "Modify" button to Modify (Create) VRRP Group Config data.

Modify:

1. Update setting data.

2. Select a row item selected.

3. Click "Modify" button to Modify VRRP Group Config data.

Delete:

1. Select a row item selected.

2. Click "Delete" button to Delete VRRP Group Config data.
Field Description

The identity for the VLAN Interface.
VLAN Interface
Range 1~4094.

VRRP ID VRRP group index identity.

Virtual router IP should be in same subnet with VLAN interface.
Virtual Router Address
Different VRRP group should not have same virtual router IP.

Value Range 1~2550, Default Value 10.
Advertise-Interval (0.1sec)
Value 10 stands for 1 second. (0.1s * 10 = 1s)

Priority Value Range 1~254, Default Value 100.

Range: Disabled / Enabled
Preemption
Default: Enabled.

Learn Master's adv-interval | Range: Disabled / Enabled

AVCOMM technologies Inc. WWww.avcomm.us 333 West Loop N, St 460, Houston, TX 77024
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Default: Disabled.

Range: Disabled / Enabled
Auth Mode Default: Disabled.
Enabled Support VRRP Group Auth Data.
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30



http://www.avcomm.us

2.3.3.12 DHCP Server

AVCOMM

— INDUSTRIALIT—

Previous Command Result: Mormal

Configuration / DHCP Server

DHCP Server | Drsahled

Lezse Time (25200 seconds

v‘” Modify
|

Pool

DHCF Server Setting

MNetwark: - -
Address Fangs:
Default Router: -
Dromain Mame: -
DNS: -

Lezze Tims: -

Metwaork:

Address Range:
Default Router: -
Domain Mame: -
DMS: -
Lease Time: -

ra

Netwark:

Address Rangs:
Deefault Router: -
Domain Mame: -
DMS: -
Lease Time: -

E E H {

MNetwork:

Address Rangs:
Defzult Routar: -
Domain Mame: -
DMS: -
Lezss Tims: -

:

Related: |nterfsce VLAN DHCP Binding

Modify:

Pool 1
Subnet: [0 e R ]
Metwork
Metmask: |0 e ] Lo ]
ki Hange statiP: [0 [fp o |l ]
EndIP: [0 o e ]
Defsult Router |1 |0 B h |
Domain Name
DS v e Fp ]
Lease Time £6400 | s=conds
T | T

Configuration / DHCP Server - Modify

AVCOMM technologies Inc.
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Operation

Modify:
1. Fill the fields of DHCP server and Lease time.

2. Click “Modify” to apply changes

Modify (in pool of DHCP server Setting):

1. Click “Modify” button to enter “DHCP server - Modify” page.
2. Fill the data.

3. Click “Apply” to apply changes or Click “Cancel” to cancel and go back to main

page of DHCP server.
Disable:

To disable the specific DHCP pool. DHCP server won't be closed, if any DHCP pool is

still active.

Field

Description

Network

Network subnet and netmask.

It should match IP address subnet of specific VLAN interface.

Address Range

It indicates available range of address for DHCP client. Both Start-IP and End-IP must
in the same subnet of the network setting. And the Start-IP must smaller than End-IP.

Max. DHCP Pool size is 1024 per system.

Default Router

Default-router in this network.

Domain Name

Domain name of this network.

Max. length is 64 characters.

DNS

DNS server of this network.

Lease Time

Define the lease time for IP Address lease.

(Range: 1 ~ 31536000 seconds)
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2.3.4 Interface VLAN (Supported in IMP-5xx only)

Configuration / Interface VLAN

Previous Command Result: Normal

w ]

IP Address: E| |T:J:I iL i0_|
P_1o }po ]

Netmask: E| 0_

—

o |0

all

R
[ mody || Delete |
(O vio | IP Address ' Netmask | Mac Address |
@l 1| [172][16 | [100]}[115] [255] [255] 255} o | |0005:65:72:41:76
Operation Create:
1. Fill VID, IP Address and Netmask
2. Click "Create New" button to create Interface VLAN.,
Delete:
1. Multi-select a row data in Interface VLAN table.
2. Click "Delete" button to delete Interface VLAN.
Field Description
VID The identity for the RIP Interface.
Range 1~4094.
1st RIP interface VLAN always exist for VLAN 1. (Only support set can't be deleted)
IP Address IP address for the vlan interface.
Range 0~255.
Default value is 0.
Netmask Network subnet mask for the VLAN interface.
Range 0~255.
Default value is 0.
Mac Address MAC address for the VLAN interface.
Readonly.
AVCOMM technologies Inc. WWww.avcomm.us 333 West Loop N, St 460, Houston, TX 77024
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2.3.5 Static Route (Supported in IMP-5xx only)

Configuration / Static Route 2
Previous Command Result: Normal
| Default Gateway (172 16 1100 |5 | woaty |
oesnaton: [ 1} [ ]
nemase |} ]
coowar [} I[ ]
[0 index| Desti Gateway
Operation Modify:
Click "Modify" button to apply new gateway.
Create:
1. Fill Destination, Netmask and Gateway.
2. Click "Create New" button to create one static route.
Delete:
1. Select static route entry(s).
2. Click "Delete" button to delete selection.
Field Description
Default Gateway Input default gateway IP address for management and Layer3 VLAN interface routing
Destination Destination network address of static route.
Netmask Network subnet mask for the route.
Gateway Next hop IP address for the destination network.
Index The index of the static route.
AVCOMM technologies Inc. WWWw.avcomm.us 333 West Loop N, St 460, Houston, TX 77024
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2.3.6 Port Configuration
2.3.6.1 Bridge Port

ion / Bridge Port = (2

Modify Refresh Related: Giga Port WLAN.
Previous Command Result: Normal
Default Accept
[P sl Pfi:r?ty Frarﬁ{;eT‘;'pe

| ce1 |1 0 - |an -

B ee2 [t 0 - |an -

B ee3 [t 0 - |an -

| cea |1 0 - |an -

B ces |1 0 = |an =

| ces |1 0 = |an -

1] ee7 |1 0w lan -

1] ce2 |1 0 v lan -

1] ce9 |1 0w lan E

[7] | GE-10 |1 0w |an =

[ GE-11 |1 0 = |an -

[ | cGE-12 |1 0 v |an =]

| ee13 |1 0w |an -

Operation Modify:
1. Enter or select row by checking up check box.
2. Modify the configuration
3. Press “Modify” button to apply modification.
Refresh:
1. Click “Refresh” button to get current data.

Field Description

Port Bridge port number

PVID Value: 1~4094.
Default value is 1.

Default Default Priority value: 0~7.

Priority Default is 0.

Accept Frame Type Type: All/ OnlyVlanTagged/ Only Untagged.
Default is All.

AVCOMM technologies Inc. WWww.avcomm.us 333 West Loop N, St 460, Houston, TX 77024
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2.3.6.2 Giga Port

Configuration /Giga Port

Maodify Refrash Related: Giga Port Statistics. Bridge Port.

Previous Command Result: Mormal

Fort | Admin Status | Link Mode Link Status c;:[:“
1| GE-1 [Ematied | [[amc ¢ |Link Down Duied %)
O [GE-2 |[Enatied | | 4om | |Link Down [Disiied W
[0|ce2 [Emsed »| [am | Link Down Dated W)
O |cE4 [Emtes | [am ¢ |Link Down Disted W
[0|ces [Emted o [am=  ##|Link Down Dizhied W
O |cEs [Emted w| |4 )| Link Down Dated W
|| GE7 [Extied 8| [[am 4| Link Down Dissted |
O |ces [Eeted »| [am | |Link Down Disted M
[]|cE5 [Emted »| [2m | Link Doan Dted %
O] |GE-10]Enztled 0| || om0 ) Link Down Disstied M
O0|cE-11][Eated % [ |Link Down Ditrd_ |
O [cE-12[Emted »| |40 ¢ |Link Down Diied W
O |ee-tamated »4| [#m=  |Link Down Dtk o
O |cE-14Emmed »| [ ¢ |Link Down Dited W
O] |cE-15Emied a8 [5m  |/Link Down Dicatied W
O [ce-te]Emted »| |4 “|Copper / 1000Mbps FullDuplex | Dsstied
O] |GE-17|[Ensbied ¢ [[Am ||Link Down Duted )
O] |GE-18)|Enalied (8| || 490 || Link Down Disbied M
[l|ce-13]Emsed »| [ | Link Down Dated W)
O [cE20Emizd o8| [0 ¢ |Link Down Dited W
[Hlee e el [eem G5l ik Covan |
Operation Modify:

1. Select a row item to selected
2. Set or select the following fields.

3. Click "Modify" button to modify.

Field Description
Port GE-1~ MAX Number of Port.
Admin Status Enabled/Disabled, default=Enabled.

Configuration for Link Mode: Auto (default is Auto)
10Mbps Half/Full Duplex

Link Mode 100Mbps Half/Full Duplex

1000Mbps Full Duplex

2500Mbps Full Duplex (only in some model)

AVCOMM technologies Inc. WWWw.avcomm.us 333 West Loop N, St 460, Houston, TX 77024
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Display Link type and speed

Possible Type: Copper/ SFP

Possible Status:

Link Status 10Mbps Half-Duplex or Full-Duplex
100Mbps Half-Duplex or Full-Duplex
1000Mbps Full-Duplex

2500Mbps Full-Duplex (only in some model)

Copper/ SFP Priority Only some model supports Copper/SFP combo port, default is SFP first.
Flow Control Range: Enabled/Disabled, default=Disabled.
AVCOMM technologies Inc. WWww.avcomm.us 333 West Loop N, St 460, Houston, TX 77024
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Configuration / Port Isolation

Related: Giga Port. Giga Port Statistics. Bridge Port.
Previous Command Result: Normal
Port: GE-l &
| GE-1 GE-2 GE-2 GE4 GES GE6 GET GE# GE-S GE-10
I M N N N M N N N M
| GE-11 GE-12 GE-12 GE-14 GE-15 GE-16 GE-17 GE-18 GE-19 GE-20
[ N N N N N N N N N N
| GE-21 GE-22 GE-23 GE-24 GE-25 GE-26 GE-27 GE-28
[ N N N N N N N N

Port Isolation-Modify

Configuration / Port Isolation-Modify

Sourcs Pert |G-, |
Fort 1-10
GE-1 GE-2 GE-3 GE-4 GE-5 GE£ GET GE$ GE-§ GE-10
- M M N M M N M M M
Fort 11-20
GE-11 GE-12 GE-13 GE-14 GE-15 GE-16 GE-17 GE-18 GE-13 GE-20
M N N N M N N M N N
Port 21~28
GE-H GE-22 GE-23 GE-24 GE-25 GE26 GE-27 GE-28
M M M N M M N M
[ Dizable A1 ][ Enbiz Al ]
e =)

¥ : Enable Port Isolation
N : Dissble Port |solation

== Mot permit setting{lsolstion port is the same as source port).

AVCOMM technologies Inc.
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Operation Modify:
Click “Modify” button to open modification page.
Port Isolation - Modify:
1. Click “Disable All”, "Enable All” or click on (Y/N/-) to change isolation setting by port.
2. Click “Apply” to apply change or Press “Cancel” to cancel and go back to main page
of Isolation.
Field Description

Source Port

GE-1 ~ MAX Number of Port.

Isolation Port

Option: Y/ N/ -.
Y: Isolation is true
N: Isolation is false

- Not permit setting (Isolation port is the same as source port)

Disable All Disable Isolation to all ports
Enable All Enable Isolation to all ports
Apply Apply setting data.

Cancel Cancel setting data.

AVCOMM technologies Inc.
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2.3.6.4. Jumbo Frame

Configuration / Jumbo Frame

——

Previous Command Result: Normal

L!Llnbu Frame ID.-»:D.td |Er:ableri Disabled, default=DCizabled |

ESPEE i3 | |bytes, defautt=1538 |
Operation Modify:

1. Modify the configuration.

2. Click “Modify” button to apply change.

Field Description

Jumbo Frame Option: Enabled/ Disabled,

Default is Disabled.

Size Range: 1536~9000 bytes,

Default is 1536 bytes.
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Configuration / Port Mirror

Related: Giga Port.

Previous Command Result: Normal

!Port Mirror || Disabled
[Monitored Port | SE-L

Tx Analyzer Port| GE1
|Rx Analyzer Port| GE-1

£ [ [

Operation Modify:
1. Modify the configuration
2. Click “Modify” button to apply change
Field Description
Port Mirror Enable/Disable Port Mirror function, default is Disabled.

Monitored Port

Value range is GE-1 ~ Port MAX Number, default is GE-1.

Port to be monitored.

Tx Analyzer Port

Value range is GE-1 ~ Port MAX Number, default is GE-1.

It monitors 'out' packet of monitored port.

Rx Analyzer Port

Value range is GE-1 ~ Port MAX Number, default is GE-1.

It monitors 'in' packet of monitored port.
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2.3.6.6 Ring Protection

Configuration / RingV2

Previous Command Result: Normal
Modify
Group Mode Role Ring Port(s)
Forward Port
1 Dizakled Eing(Slave -
s Forward Port
GE-2 -
Forveand Fort
B3 hd
2 Dizahled Eing(Slave A
I: :I Forveard Fort
B4 hd
Member Fort
Bl -
3 Diisahled Chain (Member -
i :I Member Fort
B2 -
Group The group index. This parameter is used for easy identifying the ring when user
configure it.
Group 1 - this group supports configuration of ring.
Group 2 - this group supports configuration of ring, coupling and dual-homing.
Group 3 - this group supports configuration of chain and balancing-chain.
Mode

Enable Ring on the specific group.

# When Group 1 or 2 is enabled:
All configuration of Group 3 will be reset to default.
Group 3 all configuration options will be locked.
# To configure Group 3:
Both Group1 and 2 should be disabled first.
When Group 3 is enabled, all configuration of Group1 and 2 will be reset to default.

Group 1 and 2 all configuration options will be locked.
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Role

Configure the Ring group on this switch as specific role.

# Group 1 - support option of ring-master and ring-slave.

Ring - it could be master or slave.

# Group 2 - support configuration of the ring, coupling and dual-homing.
Ring - it could be master or slave.
Coupling - it could be primary or backup.
Dual-Homing

# Group 3 - support configuration of the chain and balancing-chain.
Chain - it could be head, tail or member.

Balancing Chain - it could be central-block, terminal-1/2 or member.

Note 1 - Group 1 must be enabled before enable Group 2 to coupling.
Note 2 - When Group 1 or 2 is enabled, the configuration of Group 3 will be disabled.

Note 3 - When Group 3 is enabled, the configuration of Group 1 and 2 will be disabled.
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Ring Port(s)

Selecting ring port(s).
Each ring port must be unique, CANNOT be configured in different groups; 2 ring ports
between ring/chain CANNOT be the same.

# When role is ring/master:

One ring port is forward port and another is block port.

The block port is redundant port; it is blocking port in normal state.
# When role is ring/slave:

Both ring ports are forward port.
# When role is coupling/primary:

Only need one ring port named primary port.
# When role is coupling/backup:

Only need one ring port named backup port.

This backup port is redundant port; it is blocking port in normal state.
# When role is dual-homing:

One ring port is primary port and another is backup port.

This backup port is redundant port; it is blocking port in normal state.
# When role is chain/head:

One ring port is member port and another is head port.

Both ring ports are forwarding port in normal state.
# When role is chain/tail:

One ring port is member port and another is tail port.

The tail port is redundant port; it is blocking port in normal state.
# When role is chain/member:

Both ring ports are member port.

Both ring ports are forwarding port in normal state.
# When role is balancing-chain/central-block:

One ring port is member port and another is block port.

The block port is redundant port; it is blocking port in normal state.
# When role is balancing-chain/terminal-1/2:

One ring port is member port and another is terminal port.

Both ring ports are forwarding port in normal state.

# When role is balancing-chain/member:

Both ring ports are member port.

Both ring ports are forwarding port in normal state.
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Configuration / VLAN

Related; Bridge Port.

VID: [T ekt % [ Refresh ] [ Madify ] [ Delete
Previous Command Result: Mormal
Port1-~10
GE-1 GE-2 GE-3 GE-4 GE-5 GE-6 GE-T GE-8 GE-9 GE-10
W] U U u U uJ u U U U
Port 11 ~ 20
GE-11 GE-12 GE-13 GE-14 GE-15 GE-16 GEAT GE-18 GE-19 GE-20
U U U u U J u U u U
Port 21 ~ 28
GE-21 GE-22 GE-23 GE-24 GE-25 GE-26 GE-2T GE-28
U U u u U ] u U

Create New VLAN

Configuration / VLAN - Create

VID| | Name| |
Port1 ~10
GE-1 GE-2 GE-3 GE4 GE-5 GE-6
Port 11 ~ 20
GE-11 GE12 GE-13 GE-14 GE-15 GE-16
Port 21 ~ 28
GE-21 GE-22 GE-23 GE-24 GE-25 GE-26

GE-T GE-8
GE-17 GE-18
GE-27 GE-28

GE-9 GE-10

GE-19

GE-20

[ Set All Ports to MNone J l

Set All Ports to Tagged } [

Set All Ports to Untagged

[ Apply

I

Cancel l

T: Tagged
U: Untagged
- one
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Modify VLAN
Configuration / VLAN - Modify
vID | | Name |defankt |
Port1~10
GE-1 GE-2 GE-3 GE-4 GE-5 GE-6 GE-T GE-8 GE-9 GE-10
U U u U U u u U U u
Port 11 ~ 20
GE-11 GE-12 GE-13 GE-14 GE-15 GE-16 GE-17 GE-18 GE-19 GE-20
U U u u U u u U u u
Port 21 ~ 28
GE-21 GE-22 GE-23 GE-24 GE-25 GE-26 GE-27 GE-28
U U u u U u u U
l Set All Ports to None ] [ Set All Ports to Tagged } l Set All Ports to Untagged
l Apply ] l Cancel ]
T: Tagged
U: untagged
= hlone
Operation Create New:
1. Click “Create New” button to open “Create New” page.
2. SetVID and Name.
3. Click fields to change status.
4. Click “Apply” button to create, or click “Cancel” button to cancel.
Modify:
1. Click “Modify” button to open “Modify” page.
2. Modify Name.
3. Click “Apply” button to modify, click “Cancel” button to cancel.
Delete:
1. Choice VLANs checkbox to select.
2. Click “Delete” to delete all selected VLANSs.
Refresh:
1. Click “Refresh” button to get current data.
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Field Description
VID Value: 1~4094.

Default value is 1.
Name Range:0~32 characters
Tagged Range: T/ U/ —.

T: Tagged

U: Untagged

—: None (not join this VLAN)

Set All Ports to None

Set all ports to None (no port join this VLAN)

Set All Ports to Tagged

Set all ports join the VLAN as Tagged. T

Set All Ports to

Untagged

Set all ports join the VLAN as Untagged. U
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2.3.7.2 Protocol Based VLAN

Configuration / Protocol Based VLAN
Port[GEL ] svian:| | sprio| |

Ether Type:| FFPoE Discovery Stage (x8863) v|

Previous Command Result: Mormal

[0 | Index | Port | EtherType | SVLAN |  S-Prio

Operation Create New:

1. Click "Create New" button to Create New page.

2. Set Port and Ether Type, input SVLAN and S-Prio.
3. Click Create New button. (Max entry: 10.)

Delete:

1. Select Index with check box.

Click "Delete" button to delete data.

Field Description

Index Index 1~10.

Port Protocol-base VLAN config port number, Port range:1 ~ MAX Number of Port.
Select Ether Type:

1. PPPoE Discovery Stage (0x8863).

Ether Type 2. PPPoE Session Stage (0x8864).

3. Internet Protocol (0x0800).

4. Address Resolution Protocol (ARP) (0x0806).
5. Others (input ether type), Range 0000~FFFF.

SVLAN Service VLAN ID, Range 1 ~ 4094
S-Prio CoS of SVLAN: 0~7, 8:reserve
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2.3.7.3 VLAN Translation

Configuration / VLAN Translation
Port[CEL ] cvan | cPriof| |

SVLAN:| S-Prio: [VLAM Mode always Replaced N:1]

Previous Command Result: Normal

 [Index  Port | CVLAN | CPrio | SVLAN | SPrio | VLAN Mode

Operation Create:
1. Select Port, fill CVLAN, C-Prio, SVLAN and S-Prio.
2. Click "Create New" button to create new entry. Click Delete button todelete
selected entry(s).
Field Description
Index Index 1~10, max entry number: 10.
VLAN translation port number:
Port
GE-1 ~ MAX Number of Port.
Customer VLAN ID:
CVLAN
Range: 1 ~ 4094
CoS of CVLAN:
C-Prio
Range: 0~7, 8: reserve
Service VLAN ID:
SVLAN
Range: 1 ~ 4094
CoS of SVLAN:
S-Prio
Range: 0~7, 8: reserve
Currently only supports:
VLAN Mode
Replaced N to 1.
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2.3.9.4 VLAN Stacking

Configuration / VLAN Stacking

Previous Command Result: Mormal

Ext-TPID:0x IEICO (0241 to 0xf)
Port VLAN Stacking
| GE-1 | Disabled »|
0| GE-2 | Disabled
i|:| | GE-3 | Diisabled w
0| GE-4 | Disabled
i|:| | CES |Disabled v
0| GE-6 | Disabled
i|:| | GE-7 |Disabled v
i|:| | CE-8 | Disabled
|| GE-9 | Disabled
i|:| | CE-10 |Disabla:l w
0| GE-11 | Disabled
i|:| | GE-12 |Disabled v
= Mo ]
Operation Modify:
1. Select Port check box:
2. Select Select mode Disabled/ Enabled, click "Modify" button to apply change.
Field Description

Ext-TPID (Hex)

The range is from 1~FFFF ( 0x1 to Oxffff )
Default is 0x8100

VLAN Stacking Port

Port:
GE-1 ~ MAX Number of Port.

VLAN Stacking

Enable/Disable VLAN Stacking (QinQ) mode. Default value is disable.
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2.3.8 MAC Learning & Forwarding

2.3.8.1 Fdb Static

Configuration / Fdb Static

Create New | Port [GE1 | VIDEI | MAC |:|: |:| l:': ‘:l l:l: E|

Related: Fdb. Aging Time.

Previous Command Result: Mormal

. Port | VID |

MAC Address

Operation

Create New:

1. Setting Port, VID and MAC Address

2. Click “Create New” to create a new data

Delete:

1. Select a delete type “All/Port/VID/Selected”

2. If delete type is “Port”, then select a port from list.

3. If delete type is “VID”, then input a VID.

4. If delete type is “Selected”, then select row(s) to be deleted.

5. Click “Delete” button to delete.

Field

Description

Port

Giga Port: GE-1~MAX Number of Port

VID

Range: 1~4094.

Default value is 1.

MAC Address

Format XX:XX: XX:XX: XX: XX
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2.3.8.2 Aging Time

Configuration /Aging Time

Related: Fdb. Fdb Static.

Previous Command Result: Mormal

Aging Time(Sec) |300 |

Operation Modify:
1. Modify the configuration

2. Click “Modify” button to apply the change

Field Description

Aging Time(Sec) Range: 10~1000000,

Default is 300 seconds.
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2.3.9 Spanning Tree Protocol (STP)

2.3.9.1 STP Bridge

Status:

Configuration / STP Bridge

Related: Bridge Port STF Port MSTP Bridge MSTP Port

Previous Command Result: Normal

| Status ;Cunﬁg

5TP Cizabled |Enabled/Disabled, default=Disabled
Protocol ISTP |STR/RSTF/MSTF, Default=5TF
Pricrity fecBOON32TEER) !ﬂlv&im in step 4056, defaul=0x=E000
G40 seconds, default=20.
Bridge Max Age 0 Configure valee for this system, when this switch is root

bridig=.

Bridge Hello Time 2

1~10 s=conds, default=2.
Configure value for this system, when this switch is root

bridge.

Bridge Forward Delay |15

4~30 seconds, default=15.
Configure walus for this system, when this switch is root

bridge.

BPDU Filter D=ny Deny/Flooding when STP is Disable
Regien Name STP Region Mame. Default walue is emibpy.
Revizion Level ] MST revision level. Default value is

Time since last TC i

|seconds, Time since LAST topology change.

Topolegy Changes |D

!the totsl numbser of topolegy changss

Designate Root [hex)  [5000-001122D0F000

Root Priority + Root Bridge MAC

Bridge |0 [hex) [B000-0011 Z2DDFIDD Pricrity + Bridge MAC
Root Cost i the cost of the path to the root
Root Port MA the port which offers the lowest cost path
Max Age i seconds, Current running value leamed from reot bridgs.
Hello Time i seponds, Current running valee learmed from root bridgs.
Hold Time 2 |seconds, Cument running vales lesmed from root bridgs.
Forward Delay i |5-E{>ar|d5 Current renning valee learmed from reot bridgs.
The MaxAge, HelleTime and ForwardDelay times are comctrainsd as follows:
2 x (ForwardDelay - 1) »= Maxige »= 2 x (HellaTime + 1)
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Configuration / STP Bridge

Moty Refrash

Related: Bridge Port STF Port MSTF Bridge MSTF Port

Previous Command Rleswlt: Normal

Status | Confi q

TP Dissbled | Enabied/Disabled, default=Disabled i
Frotocol STP || STR/RSTRMETF, Default=sTR

Friority | xE0003ZTER) W |0~81440 in step 4086, default=0xB000

Bridge Max Age 20] |B~40 zeconds, defauh=20

Bridge Hello Time

2| |1~10 seconds, defaul=2
=T

i4=3'3| segonds, default=15

iEIr'rdge Forward Delay I 1
S ———

BFDU Filter m

W ED-arq,f.-'Flnniing. when 5TP i Disable

iFte-giun Name I E_S?E'-F{egbn Name. Default value iz emtpy.

-
L1

IMST revision level. Default value is 0.

Operation Modify:
1. Select “Config” page.
2. Modify the configuration.
3. Clicks “Modify” button to apply change.
Refresh:
Click “Refresh” button to get current data.
Field Description
STP Specify whether or not the system is to implement the spanning tree protocol.
Range: Enabled/Disabled, default=Disabled.
Protocol RSTP (IEEE 802.1W), STP (IEEE 802.1D)
Option: STP/RSTP, Default=STP.
Priority Sets the spanning tree protocol priority. The lower the priority number, the more

significant the bridge becomes in protocol terms. Where two bridges have the same
priority, their MAC address is compared and the smaller MAC address is treated as the
most significant.

Range: 0~61440 in step 4096, Default is default=0x8000(32768).
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Bridge

MaxAge

Sets the maximum age of received spanning tree protocol information before it is
discarded. This is used when the bridge is or is attempting to become the root bridge.

Range: 6~40 seconds, Default=20 seconds.

Bridge Hello Time

Sets the time after which the spanning tree process sends notification of topology
changes to the root bridge. This is used when the bridge is or is attempting to become
the root bridge.

Range: 1~10 seconds, Default=2 seconds.

Bridge Forward Delay

Sets the time that the bridge spends in listening or learning states when the bridge is or
is attempting to become the root bridge.

Range: 4~30 seconds, Default=15 seconds.

The maxage, hellotime and forwarddelay times are constrained as follows:

2 x (forwarddelay - 1) >= maxage

maxage >= 2 x (hellotime + 1)

For example, the default settings are:

2x(15-1)>=20

20>=2x(2+1)

BPDU Filter

Deny/Flooding when STP is Disable.
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2.3.9.2 STP Port

Major:

Configuration / STP Port
| Maodify | Refresh Related: Bridge Port 5TF Bridge MSTP Bridge MSTP Port

Previous Eommand Result: Mormal

Major | Mlnur |
Fort Friority Edge State STF Port Fath Cost

O oe1 |meus m Disatled ™|  |Forwarding  ||Emsted 8| (20000

O| ee2 [0 w| |Dsed »| |Fowarding |Embed we| [20000

O se2 |mexuze Disatied ™|  |Forwarding  ||Emsted M| [20000

0| e+ [0oxizm | |Dstied M| |Fowading  |Eebed a#| [z0000

O| Ges |ozs w Disatied Wh|  |Forwarding  ||Emshed | [20000

O| ses |HEXiID M Tisatled a W Embled | [zo000

O se7 | Disatled | |Forwarding | |Emsted | (20000

0| ces [meXizn @W#| [[Dissbed 88|  |Forwarding  [[Enaed 8| [20000

O ees |maxzm w» Disatied |  |Forwarding  ||Ensted | (20000

O/ ee10 [maxin | |[Dmued wf| |Fowarding  [[Essbed | 20000

O| GEdi |mexls & Diszhled W  |Forwarding Emstled M| 120000

O ee12 [0edizm | |Dsoed af| |Fowarding  |Emaved a#| 20000

O 613 |medim # Disatled M|  |Forwarding  ||Emshled N8| [20000

O0| GE-14 [meXlEEm m Dibied M| |Forwarding  ||Embicd a#| [20000

O 6E-15 |maniz » Disated | |Forwarding  ||Emsted o8| [20000

O| oe6 [mm m| |[D=ud w| |Fowarding  |Eebed ae [zooo0 |
O| GE-17 |meXlz: M Dimbled ™|  |Forwarding Emiled | 20000

O] GE-t8 |WEKLE a8 Drsatled e Forwarding Emitled | [20000

00| GE1s |0z #d| |[Distied 8| |Fowarding  |[Enabied 8| [20000

Ol oeoo [wois w| [Dssed 8| |Forwsrding  |[Fmewed m#| fgogos |
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oy Refresh

Configuration / STP Port

Related: Bridge Port STF Bridge MSTF Bridge MSTF Port

Previous Command Result: Mormsal

Major | Minor

Designated
Port Forward Transiticns
Root [hex) Cost Bridge [hex) Port [hex)
GE-1  |DDO0-00D000D0N00 OO00-D00D000N0H00 2001 ]
GE-Z  |DOOD-00000000N000 OOD0-D00D000D00D 3002 ]
GE-2  [DD0D-OO00000HN0D DO00-D0000DD00M00 2003 0
GE-4  |DDOD-DDD000DHNN0N DO00-D00DNDD0MM0D Im 1}
GE-5 | DDOD-0000000MN00 O000-D00D000D0MHND 8005 ]
GE-&  |0000-D0000D00MMD OO00-D00000000N00 800G ]
GE-T | OD0D-D0000000N00 KO00-DO0D0DDD0MH00 B00T ]
GE-E  |0DO0-00D000D0MN00 OOD0-D00D000N0H00 8008 ]
GES  |D0OD-D000000MM000 OO00- 00000000000 2005 ]
GE-10  {DD00-D00000000D00 DO00-DD0D0DDDMM00 8004 0
GE-11 | 0D00-DO0D00HI0N00 0O00-D00D00DD0H0D 8008 ]
GE-12 | 00D0-000000000000 O000-D000000D0MN0D 800G ]
GE-13 | DOD0-D00000000NM OO00-DO0D000D0H0 800D ]
GE-14 | 0O00-D00000000M0 KO00-DO0D0DDD0MH00 B00E ]
GE-15  {0D00-D0000000MN DO00-DD0000D0MMD S00F 0
GE-16 | D00-D00000000000 OO00-D00D000D000 8010 ]
o a7 lnenn e L ) DhEs o

Operation

Modify:

1. Select “Major” page

2. Select row(s) to be changed by checking up checkbox

3. Modify the configuration

4. Click “Modify” button to apply change.

Refresh:

Click “Refresh” button to get current data.

Field

Description

Port

Range: GE-1 ~ MAX Number of Port

AVCOMM technologies Inc.

WWW.avcomm.us

57

333 West Loop N, St 460, Houston, TX 77024



http://www.avcomm.us

AVCOMM

— INDUSTRIALIT—

Priority

Range: 0~240 in step 16,
Default is default=0x80(128).

Default is default=0x80(128).

Edge

Range: Enabled/Disabled, default=Disabled.

State

Range: Disabled/ Blocking/ Listening/ Learning/ Forwarding/ Broken
Disabled : For ports which are disabled (see dot1dStpPortEnable), this object will have a

value of disabled.

Blocking: The port will go into a blocking state at the time of selection process, when a
switch receives a BPDU on a port that indicates a better path to the root switch, and if a

port is not a root port or a designated port.

Listening: After blocking state, a root port or a designated port will move to a listening
state. All other ports will remain in a blocked state. During the listening state the port
discards frames received from the attached network segment and it also discards
frames switched from another port for forwarding. At this state, the port receives BPDUs
from the network segment and directs them to the switch system module for processing.
After a forward time delay (The default forward delay time is 15 seconds.), the switch

port moves from the listening state to the learning state.

Learning: A port changes to learning state after listening state. During the learning state,
the port is listening for and processing BPDUs. In the listening state, the port begins to
process user frames and start updating the MAC address table. But the user frames are
not forwarded to the destination. After a forward time delay (The default forward delay
time is 15 seconds), the switch port moves from the learning state to the forwarding

state.

Forwarding: A port in the forwarding state forwards frames across the attached network
segment. In a forwarding state, the port will process BPDUs, update its MAC Address
table with frames that it receives, and forward user traffic through the port. Forwarding
State is the normal state. Data and configuration messages are passed through the

port, when it is in forwarding state.

Broken: If the bridge has detected a port that is malfunctioning it will place that port into

the broken state.

STP Port

Range: Enabled/ Disabled, Default is Enabled.

Path Cost

Range: 1 ~ 200000000, Default is 20000.
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Designated Root

The parameter is the unique Bridge Identifier of the Bridge recorded as the Root in the
Configuration BPDUs transmitted by the Designated Bridge for the segment to which the
port is attached.

Format : Root bridge priority + Root Bridge MAC address

Designated Cost

The parameter is the path cost of the Designated Port of the segment connected to this

port. This value is compared to the Root Path Cost field in received BPDUs.

Designated Bridge

The parameter is the Bridge Identifier of the bridge which this port considers to be the
Designated Bridge for this port's segment.

Format: Designated bridge priority + Designated Bridge MAC address.
[0x8000-001122334455]

Designated Port

The parameter (dot1dStpPortDesignatedPort) is the Port Identifier of the port of the
Designated Bridge for this port's segment.

Format: Designated port priority + Designated Port ID. [0x8001]

Forward Transitions

Forward Transitions count.
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2.3.9.3 MSTP Bridge

Configuration / MSTP Bridge s 0

Related: Bridge Port STF Bridge STF Port MSTP Port
ID [ ] ST Name| | Priority [CeE000058) ¥

[ Delete ][ Madify ][ Refrech ]msn Name [ |

[ a8 ][ Remove | wio[ -]

Previous Command Result: Normal

Operation Create New:

1. Fill"MSTI Name" and select "Priority" fields.

(Default MSTI Name will be set when name is not input.)
2. Click "Create New" button to create new data.
3. Max MSTI number is 10.
Delete:
1. Select "MSTI Name".
2. Click "Delete" button to the Instance.
Modify:
1. Select "MSTI Name" from list.
2. Modify "MSTI Name", "VID" or select "Priority".
3. Click "Modify" button.

Add or Remove VID:

1. Fill start VID and end VID.

2. Click "Add" or "Remove" button to edit VID range.
Or input the VID range with the format in the VID cell.

Field Description
ID MSTI ID, value range is 1~10.
MSTI Name MSTI Name, 1~30 characters.

Can not be empty, if empty, system will give default name.

VID Start VLAN ID, Range 1-4094.
VID End VLAN ID, Range 1-4094.
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VID VLAN ID, Format: 2-5,7,100-4094.
Accept number, space, dash and comma.
Priority MSTI's priority.

The lower the priority number, the more significant the bridge becomes in protocol
terms. Where two bridges have the same priority, their MAC address is compared and

the smaller MAC address is treated as the most significant.

Range: 0~61440 in step 4096, Default is default=0x8000(32768).

Designated Root

The parameter is the unique Bridge Identifier of the Bridge recorded as the Root in the
Configuration BPDUs transmitted by the Designated Bridge for the segment to which
the port is attached.

Format: MSTI's Root bridge priority + Root Bridge MAC address

The parameter is the Bridge Identifier of the bridge which this port considers to be the

Bridge ID Designated Bridge for this port's segment.
Format: MSTI's priority + Bridge MAC address. [0x8000-001122334455]
The parameter is the path cost of the MSTI's Designated Port of the segment
Root Cost connected to this port. This value is compared to the Root Path Cost field in received
BPDUs.
The parameter is the MSTI's Port Identifier of the port of the Designated Bridge for this
Root Port port's segment.
[0x8001]
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Previous Command Result: Mormal

|[0| Fort |Pricrity| Fath Cost Role| State |

Configuration / MSTP Port S o

[ Wodify ] [ Refrech ] MST! Nams rvi Related: Bridgs Port STF Bridge STF Port MSTF Bridos

Designated
Root [hex) [Cost|  Bridge (hex)  [Port [hex)

Operation

Modify:
1. Select a row item to selected
2. Set or select the following fields.

3. Click "Modify" button.

Field

Description

Port

Range: GE-1 ~ MAX Number of Port

Priority

Range: 0~240 in step 16, Default is default=0x80(128).

Path Cost

Range: 1 ~ 200000000, Default is 20000.

Role

Range: Disabled/ Root/ Designated/ Alternate/ Backup/ Master/ Unknown.

State

Range: Disabled/ Blocking/ Listening/ Learning/ Forwarding/ Broken

Disabled: For ports which are disabled (see dot1dStpPortEnable), this object will have

a value of disabled.

Blocking: The port will go into a blocking state at the time of selection process, when a
switch receives a BPDU on a port that indicates a better path to the root switch, and if

a port is not a root port or a designated port.

Listening: After blocking state, a root port or a designated port will move to a listening
state. All other ports will remain in a blocked state. During the listening state the port
discards frames received from the attached network segment and it also discards
frames switched from another port for forwarding. At this state, the port receives
BPDUs from the network segment and directs them to the switch system module for
processing. After a forward time delay (The default forward delay time is 15 seconds.),

the switch port moves from the listening state to the learning state.

Learning: A port changes to learning state after listening state. During the learning
state, the port is listening for and processing BPDUs. In the listening state, the port

begins to process user frames and start updating the MAC address table. But the user
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frames are not forwarded to the destination. After a forward time delay (The default
forward delay time is 15 seconds), the switch port moves from the learning state to the

forwarding state.

Forwarding: A port in the forwarding state forwards frames across the attached
network segment. In a forwarding state, the port will process BPDUs, update its MAC
Address table with frames that it receives, and forward user traffic through the port.
Forwarding State is the normal state. Data and configuration messages are passed

through the port, when it is in forwarding state.

Broken: If the bridge has detected a port that is malfunctioning it will place that port into

the broken state.

Designated Root

The parameter is the unique Bridge Identifier of the Bridge recorded as the Root in the
Configuration BPDUs transmitted by the Designated Bridge for the segment to which
the port is attached.

Format : Root bridge priority + Root Bridge MAC address

Designated Cost

The parameter is the path cost of the Designated Port of the segment connected to this

port. This value is compared to the Root Path Cost field in received BPDUs.

Designated Bridge

The parameter is the Bridge Identifier of the bridge which this port considers to be the

Designated Bridge for this port's segment.

Format: Designated bridge priority + Designated Bridge MAC address.
[0x8000-001122334455]

Designated Port

The parameter (dot1dStpPortDesignatedPort) is the Port Identifier of the port of the

Designated Bridge for this port's segment.

Format: Designated port priority + Designated Port ID. [0x8001]
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2.3.10 Policer

2.3.10.1 Policer Ingress Color

Configuration / Policer Ingress Color

Related: [ngress Policer. Policer Celor Marking.

Previous Command Result: Normal

Color Aware Mode: | Color Blind [EI

CoS Number Color
Cos0 Green  [+]
CoS1 Green E
Co$ 2 Green [+]
CoS3 Green E
Cos4  [Green [+
CoSh Green B
CoS6 .g_{e.e_n. [ZI
Cos7 Green E
Operation Modify:
1. Select “Color Blind” or “Color Aware”
2. Modify the configuration
3. Click “Modify” button to apply change
Field Description
Color Aware Mode Color Blind/ Color Aware. Default is Color Blind.
CoS 0O Green/Yellow/Red, default is green
CoS 1 Green/Yellow/Red, default is green
CoS 2 Green/Yellow/Red, default is green
CoS 3 Green/Yellow/Red, default is green
CoS 4 Green/Yellow/Red, default is green
CoS 5 Green/Yellow/Red, default is green
CoS 6 Green/Yellow/Red, default is green
CoS7 Green/Yellow/Red, default is green
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2.3.10.2 Policer Color Marking

Configuration / Policer Color Marking

Related: Policer Ingress Colar Ingress Palicer

Previous Command Result: Normal

Type Number

Cos Green Cos T

CoS Yellow CoS 5-5

CoS Red cos |3

DSCP Green DSCP |56

DSCP Yellow DSCP 40

DSCP Red DSCP[24

Operation Modify:

1. Modify the configuration

2. Click “Modify” button to apply change

Field Description

Color Aware Mode Color Blind/ Color Aware. Default is Color Blind.

CoS Green Range: 0~7, Default is 7
CoS Yellow Range: 0~7, Default is 5
CoS Red Range: 0~7, Default is 3
DSCP Green Range: 0~63, Default is 56
DSCP Yellow Range: 0~63, Default is 40
DSCP Red Range: 0~63, Default is 24

AVCOMM technologies Inc. WWww.avcomm.us 333 West Loop N, St 460, Houston, TX 77024

65



http://www.avcomm.us

AVCOMM

— INDUSTRIALIT—

2.3.10.3 Ingress Policer

Configuration / Ingress Policer

Modify Related: Policer Ingress Color Policer Color Marking

Previous Command Result: Normsl

‘ ‘ Port Mode Exceed Action |PIR [Kbps) PBS (Eytss) |CIR [Kbps) CES (Bytss)
|_E| GE-1  |Diszhied v| |B-:~.1 vl [100o000 |Jieoo0 | |[zooeo0  |[ieood |
| O | GE-2  |Disnied ||| Dren (1000000 ||rooon | |socooa  |[ioo00 |

O | GE-3  |Distied  ae||Dmop wel (100000 |fiooon | [scooo0  [fiooon |

O | GE+ |Dsied [o||Drm (1000000 10000 | [Soooon  |[1oooo |

0 | GES5 |Distied [||Deop » (1000000 |i:']-:l-:l'3 | l[s00000  |[rocon |
| O | GE6 |Dsahid V!D.v:-: | [ovo000 |tooce | [[Foooo0 |[rooon |
| O | GE-T | Diszhied v|1:re: | [[1000000 |i:-10-3-] | |50o000  |[roooo |
| E | GE$ |[Dmsed (D (1000000 |Jrooo0 | (o000 |[teccn |
| O | GES |Dishied  [ae||Drop v|| oo |fiooon | |[soogon  [fiecn |
| | | GE-10 | Diseled v|Dm ##(w000000 |fiooos | soooca  [frocoo |
| O | GE-11 | Dissbied [l Drem a (1000000 |Jieoo0 | |[sooooc  |frecon |
|_E| GE1Z |Dmstied ||| Drom o[22 [Jiooo | [sosoe  [[resen |
rD GE13 |Dmtied | Dmom V|| 100000 |fiooon | {[soooon  |[ieoon |
| O | GE-14 |Dithed M| Drem «|[000000_|[tooee | [0 |[tesen |

| | GE-15 | Disziied v|D'm v|| w0000 |{eoo | [|sooco0  |{uwes |

|:| | GE-16 iDja_..cc | a#|[1oogo00 |[rooo0 | [S00000 | [toone |

= St | fululalalulsl I alululul | |'|'|ﬁl'\'|'||'| I alufalul |

Iiléli
Operation Modify:
1. Modify the configuration
2. Click “Modify” button to apply change

Field Description
Port Bridge port number. GE-1 ~ MAX Number of Port.
Mode Ingress Policer Mode Enabled/Disabled, default is Disabled.
Exceed Action Value range is Drop/CoS Mark/DSCP Mark, default is Drop.
PIR (Kbps) Value range is 1~1000000 Kbps, default is 1000000 Kbps.
PBS (Bytes) Value range is 1~65535 Bytes, default is 10000 Bytes.
CIR (Kbps) Value range is 1~1000000 Kbps, default is 500000 Kbps.
CBS (Bytes) Value range is 1~65535 Kbps, default is 10000 Kbps.
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2.3.11 ACL
2.3.11.1 Profile

Configuration / ACL Profile

siania | ' Related: ACL Entry ACL Binding Mirror Analyzer Port

[ Modify H Delete ]

Previous Command Result: Normal

Index Name
3 default
[l 2 [Name2

] 3 NameS

Operation Create New:

1. Fill ACL Profile Name, the max length is 31.

2. Click “Create New” button to Create New ACL profile.
Modify:

1. Select checkbox of profile to be changed.

2. Modify the “Name” of profile

3. Click “Modify” button to apply change

Delete:

1. Select one row for delete

2. Click “Delete” button to delete data

Field Description

Index ACL Profile Index, range is 1 ~ MAX SIZE of profile,

Profile 1 is a default profile, can not be modified

Name ACL Profile Name, the max length 31 characters.
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2.3.11.2 Entry

Configuration / ACL Entry
Create New Delete

Related: ACL Profile ACL Binding Mirrar Analyzer Port

Previous Command Result: Normal

Profile Index EE [Name iNameE

Entry .

e Type Data Modify
WLAM 1D 1
Source MAC: 00:01:02:03:04:05
Source MAC Mask: FF:FF.FF.FF.FF:FF

1 1 MAC | Destination MAC: 00:0A.0B:0C:0D:0E
Destination MAC Mask:.  FFFF.FF.FF-FF:FF
Ether Type: 0xFFFF
Action: Deny
Create New

Configuration / ACL Entry - Create

Profile Index: 52

| Name: Name2

Entrylndex: |1 | Type: [MAC :!
VLAN ID 1 ]
Source MAC 0 BE |2 BE |- [a |5 ]
Source MAC Mask 7 |: [f A 1:[F B [ |
Destination MAC (i | |2 [ |b | le |- |d le |
Destination MAC Mask | L B |: | - |F | [F |
Ether Type(Hex) Uxﬁﬁ
Action | Deny :i

Apply I l Cancel l

AVCOMM technologies Inc.
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Operation Create New:
1. Click “Create New” button to open page of Create New entry.
2. Fill ACL Entry Index field and select Type.
3. Fill fields and then click “Apply” to create or click “Cancel” to cancel.
Modify:
1. Modify field data.
2. Click “Modify” button to open modification page.
3. Fill Entry Index field and select Type.
4. Fill fields and then click “Apply” to modify or click “Cancel” to cancel.
Delete:
1. Select one row.
2. Click “Delete” button to delete data.
Field Description
Profile Index Range: 1~20
Entry Index Range: 1~32
Type MAC/IPV4/LAPORT/TOS
Type = MAC
VLAN ID ACL Profile VLAN ID, value range is 1~4094.
Source MAC ACL Profile Source MAC format XX:XX:XX:XX:XX:XX, each field value range 0~FF

Source MAC Mask

ACL Profile Source MAC Mask format XX:XX:XX:XX:XX:XX, each field value range
0~FF

Destination MAC

ACL Profile Destination MAC format XX:XX:XX:XX:XX:XX, each field value range O~FF

Destination MAC Mask

ACL Profile Destination MAC Mask format XX:XX:XX:XX:XX:XX, each field value range
0~FF

Ether Type (Hex)

Value range 0,05DD~FFFF,format XXXX

Action Value range Deny/Permit/Queue Mapping/CoS Marking/Copy Frame.
Type = IPV4
Source IP Format XXX:XXX:XXX: XXX, each field value range 0~255.

Source IP Mask

Format XXX:XXX:XXX: XXX, each field value range 0~255.

Destination IP

Format XXX:XXX:XXX: XXX, each field value range 0~255.
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Destination IP Mask

Format XXX:XXX:XXX: XXX, each field value range 0~255.

Protocol

Value range 0~255.

Action

Value range Deny/Permit/Queue Mapping/CoS Marking/Copy Frame.

Type = L4APORT

Protocol

Value range TCP/UDP.

Source IP

Format XXX:XXX:XXX: XXX, each field value range 0~255.

Source IP Mask

Format XXX:XXX:XXX:XXX, each field value range 0~255.

Port

Source IP Port, value range 0~65535.

Destination IP

Format XXX:XXX:XXX:XXX, each field value range 0~255.

Destination IP Mask

Format XXX:XXX:XXX:XXX, each field value range 0~255.

Port Source IP Port, value range 0~65535.

Action Value range Deny/Permit/Queue Mapping/CoS Marking/Copy Frame.
Type = ToS

Source IP Format XXX.XXX.XXX. XXX, each field value range 0~255.

Source IP Mask

Format XXX.XXX.XXX. XXX, each field value range 0~255.

Destination IP

Format XXX. XXX.XXX. XXX, each field value range 0~255.

Destination IP Mask

Format XXX.XXX.XXX. XXX, each field value range 0~255.

ToS Type Value range Precedence/ToS/DSCP/Any,0~7 in Precedence,0~15 in ToS,0~63 in
DSCP.
Action Value range Deny/Permit/Queue Mapping/CoS Marking/Copy Frame.
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2.3.11.3 Binding

Configuration / ACL Binding

Relsted: ACL Profile ACL Entry Mirror Anshyzer Port

Previous Command Result: Normal

Port Frofile Index MT‘“:::CL Wodify
GE1 | o [Frmz | Modify

| GE2 Vli"‘crﬂ: w[  mosity
=) w|[Femz e Mcdify
GE4 vl ™

GEE |1 y”I’t.':i:. \_r|i Modify
GEE |1 v||Pc~:: v|i
GET |[! || Permz v|i Modify
GEE |1 || Perms v|i
== I o v|i Modify
o [ e [ ey
GeE11 |1 v|||Pl.“:.: v|i Mcadify

ee2 |1 W|[Femmz | Moaity |

813 |1 #|[Femz RE[||  Medify

GE14 |1 | [Foms o oty |
[ |

eeas [1 wlfems ol wosity |

Operation Modify:

1. Modify the configuration.

2. Click “Modify” button to apply change.

Field Description
Port Giga Port, GE-1 ~ MAX Number of Port.
Profile Index ACL Profile Index, range is 1 ~ MAX SIZE of profile, default is 1.
Default ACL Rule ACL Default Rule, could be Permit/Deny, default is Permit.
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2.3.11.4 Mirror Analyzer Port

Configuration / Mirror Analyzer Port

Related: ACL Profile ACGL Entry ACL Binding
Previows Command Result: Mormal

'rﬂnalyner Mode ‘5:11_&1: W

:Analyner Port ICE v|

Operation Modify:

1. Modify the configuration.

2. Click “Modify” button to apply change.

Field Description

Analyzer Mode Enabled/Disabled, default is Disabled.

Analyzer Port Giga Port GE-1 ~ MAX Number of Port, default is GE-1.
AVCOMM technologies Inc. www.avcomm.us
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Configuration / Port Shaper . 2

Relsted: Shaper Qusus

Previous Command Result: Normal

Rate :
Port Mode (Kbps} Modify
GE-1 [Dissied #|[1000000 | Mhodify
GE2 [Dmsied f|[1000000 | Modify

GE-2 [Disnkd | [1000000

GE-4 | Dresatied V| 1000000

EE

GE5 [Datked | [1000000

i

GE-5 | Driszhied V| 1000900

5

5

GE-B  [Dusanled A

J1000000

GES |Ditled w|[1000000

GE-10 | Disabled V| 10a9d9a

GE-11 [Diatled a| (1000000

g

GE-12 | Disabled V| 1000000

E

I BE-12 | Disabled v|i;.].;|.].].3.:|

5

H

GE-14 | Drisahied V| 1000000

iy

]
m
4
=]
Y
ﬁ rf
(=8
Ed
[a=]
=
=
=
(]
(=)

BE-15 [Dimbled e [1000000 |i[ Modify |
Operation Modify:
1. Modify the configuration.
2. Click “Modify” button to apply change.
Field Description
Port Bridge port, range is 1 ~ MAX Number of Port.
Mode Enabled/Disabled, default is Disabled.

Rate (Kbps)

Rate range is 1~1000000 Kbps, default is 1000000 Kbps.
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2.3.12.2 Queue Shaper

Configuration / Queue Shaper

Relsted: Shaper Port

Previous Command Result: Normal

Gueue 0~3 Gueue 4~-7 ;

ID | Mode Rate) (Rate) Modify

GE-1 |Destied 8| [1000000 | [1000000 | [1000000 |[1000000 |[1000000 |[1o00000 |[ioocooa |[10000a0 || Mod

GE-2 [D=ed ) [1000000 | 1000000 | 1000000 | (1000000 |{1000000 | (1000000 | [1ooooes |[10a0000 || Moy )

GE-3 [Dmstied 3| [1000000 | 1000000 |[1000000 |[1000000 |[1000000 |[1000000 |[1000000 ||1000000 || Moddy ]

GE-4 [D=ted n8|[1000000 | 1000000 |[1099000 |[1000000 |{1000000 | [1000000 |[1000000 |[1000007 ||[ Medy ]

GE-5 {Distied [3|[1000000 | [1000000 |[1200000 |[1000000 |{1000000 |[1000000 |[1000000 |[1o00000 || Mesy )

GE6 |Dmied w#]1000000 |[1000000 | 1000000 |[1000000 |[1002000 | [1000000 |[1000000 |[1o0000q || Mod ]

GET [Dimied %4|[1000000 | [1000000 |[1090000 |[10o0a0q |[1o00000 |[i000000 | 1000000 |[1o00007 || Medh ]
!GE—BlD:sa"JZUi »#|[1000000 | [1000000 |[1000000 |[1000000 ||1000000 |[1000000 |[1000000 |[1000000 || Modiy

GE-9 [Dibied (8] [1000000 | [1000000 |[1000000 |[1000000 |{1000000 | [1000000 |[10acoca | (1000000 || Mod# |
GE-10 | Disetied [8#|[1000000 | [1000000 |[1oooooe |[1ooooos |{i000000 | [1000000 |[1ooooaq |[1oooweq || Moy ]
IGE-11|Dmstied 88 [1000000 | [1000000 | [1000000 |[1000000 |{1000000 |[1000000 |[1000000 |[1000000 || Moty )
(GE-12[D=ttied @] (1000000 | (1000000 |[L000020 | [L000000 |[1000000 | [1200003 | [L000000 | [1000000 ||[ Meddy )
\GE-13 | Desziied | [2000000 | [1000000 | 1000000 |[1000008 |{2000000 |[1000000 |[1000000 | (1000009 || Meddy |
GE-14 |Desitied ] [1000000 | [1000000 |[1000000 |[1000009 |[1002000 | [i000000 |[1000000 |[1o0000q || Medd ]
GE-15 | Distied 8| [1000900 | [1000000 |[1090000 |[10o0a00 |{1009000 |[1000000 |[1000000 |[1ocooeq ||| Medh ]
GE-16 | Dizmiked ] [1000000 | 1000000 |[1000000 |[1000000 |[1002000 | |1000000 |[1000000 |[1000000 || Med ]
\5E-17 |Detied 88| [1000000 | [1000000 | 1000000 |[1000000 |[1000000 |[1000000 |[10ocooa |[1o00a0ao || Mo
\GE-18 {Diztied | [1000000 | [1000000 |[1000000 |[rooooos |{ioooo0o | [1ocoooo |[1o000000 |[ioooooq || Medd ]
(GE-19 | Distied ¢ (1000000 | [1000000 |[10o0000 |[1ooan00 |[2o0000o | [zocoonn |[1ooaano |[1osanoo || Sedy )
Operation Modify:

1. Modify the configuration.
2. Click “Modify” button to apply change.

Field Description
ID Bridge port, range is 1 ~ MAX Number of Port.
Mode Option: Enabled/Disabled, default is Disabled.
Queue 0~3 (Rate) Queue 0~3, rate range is 1~1000000 Kbps, default is 1000000 Kbps.
Queue 4~7 (Rate) Queue 4~7, rate range is 1~1000000 Kbps, default is 1000000 Kbps.
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2.3.13 Queue & Scheduler
2.3.13.1 CoS & Queue Mapping

Configuration / CoS & Queue Mapping =
Related: Scheduler Profile Scheduler Binding

Previous Command Result: Normal

Co5 Number Queue Number

CoS0 Queue U.EI

Cos 1 Queue 1[=]

CoS52 'Q.ueue.é E[

Cos 3 Queue 3[+]

CoS4 'Q-ueue 4EI

Cos5 Queue 5 [=]

CoS6 Queue E.EI

Cos7 Queue 7]
Operation Modify:

1. Modify the configuration.
2. Click “Modify” button to apply change.
Field Description
CoS 0 Queue 0~7, default is Queue 0.
CoS 1 Queue 0~7, default is Queue 1.
CoS 2 Queue 0~7, default is Queue 2.
CoS 3 Queue 0~7, default is Queue 3.
CoS 4 Queue 0~7, default is Queue 4.
CoS 5 Queue 0~7, default is Queue 5.
CoS 6 Queue 0~7, default is Queue 6.
CoS 7 Queue 0~7, default is Queue 7.
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2.3.13.2 Scheduler Profile

Configuration / Scheduler Profile

Related: CoS & Queue Mapping. Scheduler Binding

Previous Command Result: Normal

Queue 03 Queue 4-7

Index Mode Weight Weight Modify
1 [P i 1 | N O o | L
2 |lse [fi o Jf I T8 T | et
3 [[sp [l 1 XN EX | N O § O | FO | ™77
4 s [l [ Jh e Jh T T | (vedify]
5 [P [+]|1 1 1 | [
s |sp [ /N NN N O § O ||
[ 3| [ XN XN A O O | O [ T
o [ B R R
Operation Modify:

1. Modify the configuration.

2. Click “Modify” button to apply change.
Field Description
Index Value range is 1~8.
Mode Option: SP/SPWRR/WRR, default is SP.
Queue 0~3 weight Queue 0~3 Weight, range is 1~255, default is 1.
Queue 4~7 weight Queue 4~7 Weight, range is 1~255, default is 1.
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2.3.13.3 Binding

Configuration / Scheduler Binding

Related: CoS & Queve Mspping. Scheduler Profile

Previocus Command Result: Normal

‘ Profile Index | Modify
[ e [ [ E=a
| ez ! v||[ Modiy ]
| ee2 [ =2
| GE4 ! || |
| ees |t =R
| ees |1 vl|==)
[ eer | [ E==n
| oes [T =
| eeo |1 IE=a)
| sE-10 |1 we||[ Moty |
| eenn |1 E=3
| GE12 | e ([ 2dy |
| eez |1 | )
| oe14 | v =
KN SE=a
I v )
[ e |1 B
| ez L v||[ Moy ]
[ ee1s |1 o=
Operation Modify:

1. Modify the configuration.

2. Click “Modify” button to apply change.

Field Description
Port Giga Port GE-1 ~ MAX Number of Port.
Profile Index Range is 1~8, default is 1.
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2.3.14 Storm Control
2.3.14.1 Unknown Unicast Control

Configuration / Unknown Unicast Control

Related: Unknown Multicsst Control Brosdosst Control

Previous Command Result: Mormal

Fort Mode | Modify

| ees EI[ wosity |

i BE-3  |Furvand v. Modify

| GE-4 | Forward Vim

| GE-5 [Farward = Modify

= :_

= @T[ vy

| GE-9 |Foward vi ey

| oear [Fomd ]| Moaty ]
! Ir 1

Operation Modify:
1. Modify the configuration.

2. Click “Modify” button to apply change.

Field Description
Port Giga Port GE-1 ~ MAX Number of Port.
Mode Forward -> Forward unknown unicast packet (default)

Block -> Block unknown unicast packet
Rate limit -> Control rate.

Rate range is 1~1000000 Kbps, default is 1000000 Kbps.
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2.3.14.2 Unknown Multicast Control

Configuration / Unknown Multicast Control

Related: Unknown Unicsst Control Brosdeast Control

Previous Command Result: Normal

Fort Mode Modify

oot [ ] weary ]
B
| oes [ W[ Mosty ]
| oee [mmi W[ weay ]
|
|
|
|
|

e
1

o

|
GES |Fezwand “ ; Modify

T {
GE-11 [Forwad “ i Modify

e a—n
| ee15 [Famam Bl modity |

Operation Modify:
1. Modify the configuration.
2. Click “Modify” button to apply change.
Field Description
Port Giga Port GE-1 ~ MAX Number of Port.
Mode Forward -> Forward unknown unicast packet (default)
Block -> Block unknown unicast packet
Rate limit -> Control rate.
Rate range is 1~1000000 Kbps, default is 1000000 Kbps.
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Configuration / Broadcast Control

Related: Unknown Unicsst Controd Untonown Multicsst Controd

Previcus Command Result: Mormsl

Port Mode ‘ Modify
GE-1 |Feward el Modify
T
GE-Z |Forward |
{

BE% |Foroaxd e | Modify
GE0 [Fad W[ weary |
| Gea1 [ || Moty
| etz om0 weany |
GE-13 | Forwaxd w : Modify
i BE-14 |Formard v :
| GE-15 I!Fn_--.-.-ufi wll Modity |
Operation Modify:
1. Modify the configuration.
2. Click “Modify” button to apply change.
Field Description
Port Giga Port GE-1 ~ MAX Number of Port.

Mode

Rate

Block -> Block broadcast packet

limit -> Control rate.

Forward -> Forward broadcast packet (default)

Rate range is 1~1000000 Kbps, default is 1000000 Kbps.
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2.3.14.4 Unknown Unicast by VLAN

Configuration / Unknown Unicast by VLAN
VLAN D | ' Mode| Forward [+] Related: Unknown Multicast by VAN, Broadcast by VAN

Previous Command Result: Normal

Block VLAN ID
2 3 4
Operation Modify:
1. Fill VLAN ID

2. Change Mode

3. Click “Modify” button to apply change

Field Description
VLAN ID Value range is 1~4094.
Mode Forward -> Forward unicast packet (default).

Block -> Block unicast packet.

Block VLAN ID All blocked VLAN ID
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2.3.14.5 Unknown Multicast by VLAN

Configuration / Unknown Multicast by VLAN
VLAND | | Mode| Forward [<] Related: Unknown Unicast by VLAN, Broadcast by VLAN,

Previous Command Result: Normal

Block VLAN ID
7 3 4

Operation Modify:
1. Fill VLAN ID
2. Change Mode

3. Click “Modify” button to apply change

Field Description
VLAN ID Value range is 1~4094.
Mode Forward -> Forward unknown multicast packet (default).

Block -> Block unknown multicast packet.

Block VLAN ID All blocked VLAN ID
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2.3.14.6 Broadcast by VLAN

Configuration / Broadcast by VLAN

VLAN D | | Mode| Forward [=] Related: Unknow Unicast by VLAN, Unknow Multicast by VLAN,

Previous Command Result: Normal

Block VLAN ID
2 3 4

Operation Modify:
1. Fill VLAN ID
2. Change Mode

3. Click “Modify” button to apply change

Field Description
VLAN ID Value range is 1~4094.
Mode Forward -> Forward broadcast packet (default).

Block -> Block broadcast packet.

Block VLAN ID All blocked VLAN ID
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2.3.15 IGMP
2.3.15.1 ACL Profile

Configuration / IGMP ACL Profile = 2

[ e o ] [ Modify ] [ e ] Related: |GMP ACL Entry IGMP ACL Binding

Previous Command Result: Normal

|[J| Index |DefaultRule

i FPermit

Operation Create New:
1. Click "Create New" button to create a default profile.
2. Click "Modify" button to modify existing profile.
Modify (allow multiple selection):
1. Check up Profile Index and select Default Rule for profile.
2. Click "Modify" button to modify IGMP ACL Profile.
Delete:
Click Delete button to delete profile. (also allow multiple delete)
If profile is in use, delete action will be failed.

Field Description
IGMP ACL Profile Index: 1~15,

Profile Index
but profile 1 is default existing and read-only.
IGMP ACL Default rule: Permit/Deny.

Default Rule
Default is permit.
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2.3.15.2 ACL Entry

Configuration / IGMP ACL Entry 2

Related: |GMP ACL Profile |GMP ACL Binding

Previous Command Result: Normal
Profile Index|1 v

Permission

| Entry

iD. e IS\.FLANI Start/End IP ==
i ' ;'_Prome Index 1 is default, No entry data. A

Operation Create:

1. Click "Create New" button to open new page for create.

2. Fill Entry Index, SVLAN, Start IP, End IP and select Permission Rule.

3. Click "Apply" button to create IGMP ACL entry or click "Cancel" to cancel create.
Delete:

Check up target entry, click Delete button to delete them. (also allow multiple delete)
Refresh:

1. Select Profile index.

2. Click "Refresh" button to refresh current IGMP ACL profile entry(s).

Field Description

IGMP ACL profile index.
Profile Index
Index range is 2~15.

IGMP ACL entry index.

Entry Index
Range is 1~32.

SVLAN IGMP ACL VLAN: VLAN to be Permitted/Denied, O is any VLAN.
IGMP ACL Start IP address.

Start IP ~ End IP Range: 224.0.1.0 - 239.255.255.255

Start IP address <= End IP address

IGMP ACL entry parameter.
Permission Rule
Default is Permit.
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2.3.15.3 ACL Binding

Configuration / IGMP ACL Binding

Related: |GMP ACL Profile |GMP ACL Entry

Previous Command Result: Normal

1 Port Profile Index Ch,::xner
Ol eet w512
0| ee2 512
O =cE3 w512
0| ees 7| B
O] =es | [51z
O| ces [t w512
0| ceT |
0| ©Es w|lz12
0| ces |[: w|lz12
ﬂj_ GE-10 |1 willz12
O] ee11 [ | [512
o eeiz [ w[51z
(ol eex [1 w51z
ol e [ w51z
|O]| eets |t o
(Ol cete i: [ i 2
@l eerr |1 w2
Ol eess 1 512
0| ee1a |1 w512
O] ee [ vl
Operation Modify:
1. Check up the rows to be modified, select ACL Profile and set Max channel.
2. Click "Modify" button to change IGMP ACL Binding.
Field Description
Port GE Port: 1 ~ MAX Number of Port.
IGMP ACL profile index: 1~15.
Profile Index
Default is 1.
Port Max channel.
Max channel Range is 1~512.
Default is 512.
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2.3.15.4 MVR Profile

Configuration / IGMP MVR Profile

[ Create New ] [ Delete ] Related: JGMP MVR Entry IGMP MVR Binding

Previous Command Result: Normal

O Index
HE
Operation Create:
1. Click "Create New" button to create a new profile.
Modify:
1. Check up Profile Index.
2. Click the Profile Index hyper link to open page for profile entry modification.
[ or click "Delete" delete Profile, allow multiple delete. If profile is in use, delete action
will be failed.]
Field Description
Profile Index Profile 1 is default existing and read-only,
IGMP MVR Profile 2~15 allow to create.
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Configuration / IGMP MVR Entry = 2

Related: |IGMP MVR Profile IGMP MVR Binding

Previous Command Result: Normal

=] o iS\.r‘LANI StartEnd IP
(= |Prafile Index 1 is default, Na entry data.|
Operation Create New:
1. Click "Create New" button to open new page for create.
2. Fill Entry Index, SVLAN, Start IP, End IP.
3. Click "Apply" button to create IGMP MVR entry or click "Cancel" to cancel create.
Delete:
Check up target entry, click Delete button to delete them. (also allow multiple delete)
Refresh:
1. Change the Profile Index to refresh the data.
Field Description

Profile Index

IGMP MVR profile index.

Index range is 2~15.

Entry Index

IGMP MVR entry index.
Range is 1~32.

SVLAN

IGMP MVR VLAN: VLAN to be Permitted/Denied, 0 is any VLAN..

Start IP ~ End IP

IGMP MVR Start IP address.
Range: 224.0.1.0 - 239.255.255.255
Start IP address <= End IP address
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2.3.15.6 MVR Binding

Configuration / IGMP MVR Binding
Relsted: |GME MVR Frofie |GME MVR Entry
Previous Command Result: Mormal
| Port Profile Index
ol et [1 v
Ol ee2 |1 v
!D GE-3 |l v
o] e [ v
ol ees [t vy
0| ees [t »
0| ser |1 w
O] ees [ v
O ees [ w
O ew [ Wl
O een [ v
0| eez [! v.
0| ses= |t w
EE —
(O] ees | v
0| e [ “
O] ee17 |1 v
EEE
!D GE-12 |1 v
O] e [1 w
Operation Modify:
1. Check up the rows to be modified, select MVR Profile.
2. Click "Modify" button to change IGMP MVR Binding.
Field Description
Port GE Port: 1 ~ MAX Number of Port
Profile Index IGMP MVR profile index.
Value range is 1~15.
Default is 1.
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Refresh Create Delate Modify

Configuration / IGMP / VLAN Interface

Related: Group Member Status Static Group Membershi

Previous Command Result: Normal

Max Group i Last
NO[VID Version Mode Leave Mode Robustness Hiery Response|Membership| b enbesiionetiicae Sques
Interval{sec) R Query Query |Port |[IP Address
bk 0 linterval(sec)|Count
an f2 IGMPvZ [Normal Snooping Mormal Leave 2 125 10.0 260.0 0.1 2 GE-1  |0.0.0.0

Create

o | ——

IGMP Version IGMPv2. =]
VID 1 |(1-4094)
IGMP Mode ['Nnrmal Snooping _EE
IGMP Leave Mode i.i‘\:llnrmai Leave [ZE
Robustness r2 _EE
Cuery Intervalisec) :]25_ ('1 ~1800)

Max Response Time(0.1 sec) ;_100 _@(1 ~255)

Last Member Query interval{0.1 sec) |1 '!(1 ~255)

Last Member Query Count '_2 E}
Router Port | GE-1 EE
Querier Source IP Address iU :.U . IU | |EI J

The Query Interval and Max Response Time are
Query Interval > Max Response Time

constrained as follows:
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Modify

Configuration / IGMP / VLAN Interface-Modify

l Apply I [ Cancel I

IGMP Version | IGMPv2 =]
IGMP Mode _-__Nurmal Snooping El
IGMFP Leave Mode Normal Leave E']
Robustness 2 ' E‘
Query Interval(sec) 125 (1 ~1800)

Max Response Time(0.1 sec) j.1[][] _-: (1~255)

Last Member Query interval{(.1 sec) 1 f(1 ~258)

Last Member Query Count 2 E]
Router Port | GE-1 E_}
Querier Source IP Address O Jjo Jj |l

The Query Interwval and Max Response Time are constrained as follows:
Query Interval > Max Response Time

Operation Refresh:

Refresh to get current data.
Create:

1. Into Create web page.

2. Setting data

3. Click “Apply” to setting data or click “Cancel” to cancel setting data.
Delete:

Delete current selected row data.
Modify:

1. Into Modify web page.

2. Setting data

Click “Apply” to setting data or click “Cancel” to cancel setting data.

Field Description
NO Entry Index, max 64.
VID VLAN ID (1~4094)
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Version

IGMP Version: IGMPv2 or IGMPV3.

Run Version

Current running IGMP version.

Mode

IGMP Access Mode: Normal Snooping (default) or Proxy.

Leave Mode

IGMP Leave Mode: Normal Leave (default) or Fast Leave.

Robustness

IGMP VLAN robustness variable. (1~3)

Robustness Run Value

Display QRV value or configured value:

To support QRV and QQIC in IGMPv3 mode. Industrial Ethernet Switch support 2
parameters to represent the running Robustness Variable and running Query Interval.
These 2 parameters is support for each IGMP VLAN interface. When IGMPv3 proxy
mode, these 2 value will apply the value which get from IGMPv3 Query packet. In other

mode, the value is applied the configured value.

Query Interval (sec)

IGMP VLAN query interval.(unit: sec)
Default: 125 seconds

Limitation: Query Interval>Max Response Time

Query Interval Run Value

(sec)

Display QQIC value or configured value:

To support QRV and QQIC in IGMPv3 mode. Industrial Ethernet Switch support 2
parameters to represent the running Robustness Variable and running Query Interval.
These 2 parameters is support for each IGMP VLAN interface. When IGMPv3 proxy
mode, these 2 value will apply the value which get from IGMPv3 Query packet. In other

mode, the value is applied the configured value

Max Response Time

IGMP VLAN max response time.
Default: 10.0 seconds. (Display in second, configure it with 0.1 second)
The Query Interval and Max Response Time are constrained as follows: Query Interval

> Max Response Time

Group Membership Time

IGMP Group Membership Time (Unit: sec) Read-only

Last Member Query IGMP VLAN last member query interval. (Display in second, configure it with 0.1
Interval second) Default: 0.1 second

Last Member Query IGMP VLAN last member query count, range 1~3. Default: 2

Count

Router Port IGMP VLAN interface:

Bridge port:GE-1 ~ Port MAX Number.

Default value is 1
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V2 Present Time(sec) Read-only, it can be tuned by (last RunQueryinterval *10*robustness + maxRespTime)
Querier Source IP Querier Source IP Address. Default: 0.0.0.0
Address
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2.3.15.8 Static Group Membership

Configuration / Static Group Membership
IP Address . . VID Membership | GE-1

Related: VLAN Interface. Group Membership Status

Delete Type | Al 1=

Previous Command Result: Mormal

1D IP Address VID Membership
1 224123 2 GE-2
2 224123 2 GE-4
3 224123 2 GE-9
4 239.255 255 255 3 GE-2
H 239.255 255 255 3 GE-10
5} 225234 4 GE-8
7 225234 4 GE-§
Operation Create New:

1. Fill IP Address, VID and select Membership.

2. Click “Create New” button to create new data.
Delete:

1. Select Delete Type "All/ Membership/ VID/ Selected"
2. If delete type is “Port”, then select a port

3. If delete type is "VID", then fill a VID

4. If delete type is "Selected", then select one row

5. Click “Delete” button to delete data.

Field Description
ID Entry Index, value range is 1~128.
IP Address Group Membership IP Address, range is 224.0.0.0~239.255.255.255
VID VLAN ID, range is 1 ~ 4094.
Membership Giga Port, GE-1 ~ MAX Number of Port.
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2.4 Status

2.4.1 Front Panel

This page display the real status of system’s panel.

Monitor / Front Panel

10 2 18 20 22

NO0E OO00 0000 E
OOO0 OO00 OOOo

17 19 21 23

r T SYS ALM

i
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2.4.2 Alarm/Event

Alarm Current

Status / Alarm Current

Related: Alarm Profile Alarm History EventlLog

Previous Command Result: Normal

Alarm Current | Alarm History | Event Log
iSeqNoIID| Description |LeveI=StateiTime!

Alarm History

Status / Alarm History

[ Clear ] [ Refresh ]

Related: Alarm Profile Alarm Current Event Log

Previous Command Result: Mormal

| Alarm current | Alarm History | Event Log |
|SeqMo ID| Description |Level|State Time|

Event Log

Status / Event Log (2

[ Clear } [ Refresh } Related: Alarm Profile Alarm Current Alarm History

Previous Command Result: Normal

| Alarm Current | Alarm History | Event Log

Segho| ID |Position/Name Description Time
18 29 System User Timeout Logout 01/03/2000 05:11:56
17 | 28 |System User Logout 01/03/2000 05:08:42

16 28 |System

User Logout

01/02/2000 05:06:26

15 | 26 |System

User Login Success

01/03/2000 05:04:32

14 | 26 |System

User Login Success

01/03/2000 04:58:28

| 13 |28 |gystem

User Logout

01/03/2000 04:58:24

| 12 |26 |system

User Login Success

01/03/2000 04:58:17

11 |502|GE-10 GE PortLink Down  |01/03/2000 04:57:40
10 |502|GE-9 GE PortLink Down  |01/03/2000 04:57:40
9 |502|GE-1 GE PortLink Down  |01/03/2000 04:57:37
8 |502|GE-2 GE PortLink Down  |01/03/2000 04:57.37
7 |502|GE-3 GE PortLink Down  [01/03/2000 04:57:37
6 |502/GE-4 GE PortLink Down  |01/03/2000 04:57.37
| 5 |501|GE-5 GE Port Link Up 01/03/2000 04:57:37
| 4 |502|GE-6 GE PortLink Down  |01/03/2000 04:57:37
3  |B02|GE-7 GE PortLink Down  |01/03/2000 04:57:37
2 |502|GE-8 GE PortLink Down  |01/03/2000 04:57:37
1 1 |System Systemn Restart 01/03/2000 04:57-37
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Operation Refresh:
1. Click "Refresh" button to refresh data.
Clear:
1. Click "Clear" to clear data.
Field Description
SeqNo Alarm/Event Sequential Number.
ID Alarm/Event Type ID.
Description Alarm/Event Type Description.
Position/Name Event Position/Name.
Level No matter alarm is major/minor, Alarm LED color always be red.
State Alarm State. Value is Set/Cleared.
Time Time.
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2.4.3 DHCP Binding (Supported in 8028GX28 only)

Status / DHCP Binding
VLAM Interface | Indes: |:| m@ Relsted: Interfsce VLAN DHCP Server

Previous Command Result: Mormal

[Index | IPAddress | Hardware Address | StartTime | End Time | Interface |

Use the Monitor / DHCP Binding screen to display DHCP Binding Table.

The DHCP binding table contains the IP address,
MAC address, start/end time and VLAN interface.

Select "Display All" to show all DHCP binding entries ,
or show specific binding per VLAN interface.
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2.4.4 Fdb

Status / Fdb (?)

e Related: Aging Time. Fdb Static.
Query Type | By Index [:{]

Index. 1 to 1[][]
a E

Previous Command Result: Mormal

Index Port VID MAC Address Status
1 GE-1 1 F4:6D:04:22:C0O:FD  |Dynamic
2 GE-1 1 00:13:60.06:12:8B Dynamic
3 GE-1 00:0E:AG:T4:26:41 Dynamic
4 GE-1 3 00:1A:92:C4:86:02 Dynamic
i GE-1 1 G0:EB:G933:02:95 Dynamic
i] GE-1 1 2064 8A48:28:B7 Dynamic
T GE-1 1 00:1440:8D:EE:9F |Dynamic
a GE-1 1 00:40:F4:7F7A:5D Dynamic
9 GE-1 1 00:AFD0:86:CBAF  |Dynamic
10 GE-1 1 00:1A:40:80:EE:6A  |Dynamic
11 GE-1 3 00:50:BA00:D8:8C  |Dynamic
12 GE-1 1 10:BF.48:62:FF.B7 Dynamic
Operation Query:
1. Select a Query Type
2. Fill query condition
3. Modify query record range
4. Click “Query” button to query
Delete:
1. Select delete type (All/ By VID/By Port)
2. Fill delete condition
3. Click “Delete” to delete data.
Field Description
Port GE-1 ~ MAX Number of Port or Trunk Group.
VID VLAN ID: 1~4094
MAC Address Format Xx:Xx:XX:XX:XX:XX
Status Data type: Dynamic/ Static
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2.4.5 Giga Port Statistics

Status / Giga Port Statistics (7]

Refresh Clear Port: [@ P Related: Giga Port Bridae Port.

Previous Command Result: Normal

_ InputCounter | Value Output Counter | Value
Ell:lp_ut Bytes |0 |Output Bytes 0
Heast s 10 Hinicasr Exs o
F_._|_|_|.|Iti_qast P‘kt.r. |0 I l_lﬂullit_:_ast Pl_r_t.r. 0
Broadcast Pkts 0 [BroadcastPkts 0
'I_?i_sca_rd_ Pkts |0 l I;)i.r.car_d_ Pkts 0
Error Pkts o Error Pkts 0
Operation Refresh:
1. Fill query condition (Port)
2. Refresh current data.
Clear:
1. Select clear port.
2. Click “Clear” to clear setting port data.
Field Description
Port Range: GE-1 ~Maximum Number of Port.
Input Bytes The total number of octets received on the interface, including framing characters.

Input Unicast Pkts

The number of packets, delivered by this sub-layer to a higher (sub-) layer, which were

not addressed to a multicast or broadcast address at this sub-layer.

Input Multicast Pkts

The number of packets, delivered by this sub-layer to a higher (sub-) layer, which were
addressed to a multicast address at this sub-layer. For a MAC layer protocol, this

includes both Group and Functional address.

Input Broadcast Pkts

The number of packets, delivered by this sub-layer to a higher (sub-) layer, which were

addressed to a broadcast address at this sub-layer.

Input Discard Pkts

The number of inbound packets which were chosen to be discarded even though no
errors had been detected to prevent their being deliverable to a higher-layer protocol.

One possible reason for discarding such a packet could be to free up buffer space.
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Input Error Pkts For packet-oriented interfaces, the number of inbound packets that contained errors
preventing them from being deliverable to a higher-layer protocol. For character-oriented
or fixed-length interfaces, the number of inbound transmission units that contained
errors preventing them from being deliverable to a higher-layer protocol.

Output Bytes The total number of octets transmitted out of the interface, including framing characters.

Output Unicast Pkts

The total number of packets that higher-level protocols requested be transmitted, and
which were not addressed to a multicast or broadcast address at this sub-layer,

including those that were discarded or not sent.

Output Multicast Pkts

The total number of packets that higher-level protocols requested be transmitted, and
which were addressed to a multicast address at this sub-layer, including those that were
discarded or not sent. For a MAC layer protocol, this includes both Group and Functional

address.

Output Broadcast Pkts

The total number of packets that higher-level protocol requested be transmitted, and
which were addressed to a broadcast address at this sub-layer, including those that

were discarded or not sent.

Output Discard Pkts

The number of outbound packets which were chosen to be discarded even though no
errors had been detected to prevent their being transmitted. One possible reason for

discarding such a packet could be to free up buffer space.

Output Error Pkts

For packet-oriented interfaces, the number of outbound packets that could not be
transmitted because of errors. For character-oriented or fixed-length interfaces, the

number of outbound transmission units that could not be transmitted because of errors.
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2.4.6 RMON

Status / RMON(Ethernet Stats) (?)
Refresh Clear Physical Port: |GE-1 [+]

Previous Command Result: Mormal

| Counter Value Counter Value
|Pkt5 64 Octets 20990 Pks 65 to 127 Octetss 5040
|[Pits 128 to 255 Octets  [1635 Pkts 256 to 511 Octets  [1680
|[Pkts 512 to 1023 Octets [12823 Pkts 1024 to 1518 Octets|548
|[Octets 8670973 Packets 25637
Broadcast Pkts 2783 Multicast Pkts 5377
CRC Aligh Errors ] Undersize Pkts 0
Oversize Pkts 0 Fragments 0
Jabbers 0 Collisions 0
Drop Events 0
Operation Refresh:

Click “Refresh” button to refresh current data.

Clear:

1. Select clear port.

2. Click “Clear” to clear setting physical port data.

Field Description
Pkts 64 Octets Total number of packets (including bad packets) received that were 64 octets in length.
Pkts 65 to 127 Octets Total number of packets (including bad packets) received that were between 65 and 127

octets in length.

Pkts 128 to 255 Octets Total number of packets (including bad packets) received that were between 128 and
255 octets in length.

Pkts 256 to 511 Octets Total number of packets (including bad packets) received that were between 256 and
511 octets in length.

Pkts 512 to 1023 Octets Total number of packets (including bad packets) received that were between 512 and
1023 octets in length.

Pkts 1024 to 1518 Octets Total number of packets (including bad packets) received that were between 1024 and

1518 octets in length.

Octets The total number of octets of data (including those in bad packets) received on the

network (excluding framing bits but including FCS octets).
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Packets

The total number of packets (including bad packets, broadcast packets, and multicast

packets)received

Broadcast Pkts

The total number of good packets received that were directed to the broadcast address.

Note that this does not include multicast packets

Multicast Pkts

The total number of good packets received that were directed to a multicast address.

Note that this number does not include packets directed to the broadcast address.

CRC Align Errors

The total number of packets received that had a length (excluding framing bits, but
including FCS octets) of between 64 and 1518 octets, inclusive, but had either a bad
Frame Check Sequence (FCS) with an integral number of octets (FCS Error) or a bad

FCS with a non-integral number of octets (Alignment Error).

Undersize Pkts

The total number of packets received that were less than 64 octets long (excluding

framing bits, but including FCS octets) and were otherwise well formed.

Oversize Pkts

The total number of packets received that were longer than 1518 octets (excluding

framing bits, but including FCS octets) and were otherwise well formed.

Fragments

The total number of packets received that were less than 64 octets in length (excluding
framing bits but including FCS octets) and had either a bad Frame Check Sequence
(FCS) with an integral number of octets (FCS Error) or a bad FCS with a non-integral

number of octets (Alignment Error).

Jabbers

The total number of packets received that were longer than 1518 octets (excluding
framing bits, but including FCS octets), and had either a bad Frame Check Sequence
(FCS) with an integral number of octets (FCS Error) or a bad FCS with a non-integral

number of octets (Alignment Error).

Collisions

The best estimate of the total number of collisions on this Ethernet segment.

Drop Events

The total number of events in which packets were dropped by the probe due to lack of
resources. Note that this number is not necessarily the number of packets dropped; it is

just the number of times this condition has been detected.
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2.4.7 Users

Status / Users (7)
Related: User Admin CLI Options
Index|Interface Type|Account Namel Information
1 cL root ffram 172.16.10.243
2 cLl root lfrom 172.16.10.243
3 \WEB admin [fram 172.16.10.224]
Operation Refresh:
Click “Refresh” button to refresh current data.
Field Description
Index Show the index of login user list.
Interface Type Show the mode of access. Possible values Console, CLI, Web.
Account Name Show the account name of the user.
Information Show more information about the user, including IP address of the management host.
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2.4.8 Ring Protection Status

Monitor / RingV2 Status

Previous Command Result: Naormal

RingV2 Status

Group .
R Mode State Role Ring Port{s)
1 Disabled — Ring(Slave) -
Disabled — Ring(Slave) -
3 Disabled — Chain(Member) —
Refresh Refresh:

Click “Refresh” button to refresh current data.

Group Index

The group index. This parameter is used for easy to identify the ring when user to

configure it.
Mode It indicates whether the group is enabled
Role It indicates that the group is configured for what role
States When ring is completeness, it will show "Normal".
When ring is not completeness, at least one link is down, it will show "Fail"
Ring Port(s) Describes current status of ring port(s)
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Status/ 802.1x / PAE Port Status

Related: PAE Port EAPOL Statistics

Previous Command Result: Normal

Protocol Version: 2, Capability: Authenticator

Frt ;:E B"';L':;"di 5:1:5 frkiing ‘ Rednitialize | He Mt ilicate
F Disconnscted | ldle | Authorzss Disabled | [ Ename ]| [ Ene |
E]Dmnm‘mi Il | Authorized | Disabled i [ Enzbie ] |[ Enable ]
F- Disoanr.ec‘ne:! Idie | Authorzed | Dissbled [ Ensbis J | [ Ensble ]
F-lDismnnemH:i Ide Buthorzed | Dizsbied [ Ensbis J i [ Ensble ]
—5| Disconnzcted : Iie Authorized | Dissblzd [ Ensbls ]| [ Enabe |
F|Dismuem¢! Idle Authorzed | Dissbled | [ Ensbiz ]| [ Enabie J
F| Drsoonnectecti Idls [ Autharzed | Dissbied || Enable ]| | Ensbie |
F] Dismprsec‘becti Idle | Zuthorzed | Dizstied [ Enzbls J| [ Enabiz J
F.iDismnnemH:I Ide Buthorzed | Dizsbied [ Ensbis ] | [ Ensble ]
if_0l|Dis:>onnec'bect! ldi Authorized | Disstied | | Enabis _]| BE=N
F| Dismnuec‘bed! Idle | Authorized | Disabled [ Enable ] | [ Enable ]
F| Disconnected | Idie [ Buthorzed | Dissbled [ Ensbis ]| [ Ensblz J
Elbmpmi Idle | Zuthorzed | Dizstied [- Enzble ] | [ Enatiz ]
F.iDmnﬁeﬂb&ti Idle | Authorized | Dissted | [ Enabie | | =
Operation Refresh:

Click “Refresh” button to refresh current data.
Field Description
Port The index of PAE Port:

Value Range 1 ~ MAX Number of Port.
PAE State The authenticator status of PAE port:

Possible state:
Initialize
Disconnected
Authenticating
Authenticated
Aborting
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Held
Force Auth

Force Unauth

Backend State

The number of RADIUS Access-Accept received from RADIUS server.
Range: 0~65535.

Rejects

The backend authenticator status of PAE port.
Possible state:

Initialize

Idle

Request

Response

Success

Fail

Timeout

Ignore

Port Status

The authentication status of PAE port.
Possible state:

Authorized/Unauthorized

Initiating

Enable for force PAE port re-initialize.

Option: Disable

Re-Initialize

Set Enable to force PAE port re-initialize.

Re-Authenticate

Set Enable to force PAE port re-authenticate.
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2.4.9.2 RADIUS Statistics

Status / 802.1x / RADIUS Statistics (7]
Refresh Clear Related: RADIUS Sefting

Previous Command Result: Normal

.Index" Tx Access RxAccess | Rx A_ccess . Rx Access Rx E’tad Timeouts Packets

| | Requests | Accepts | Rejects Challeng | Authenticators Count | Dropped

Operation Refresh:
Click “Refresh” button to refresh current data.
Clear:
Click "Clear" button to reset the counters.

Field Description

Index The index of RADIUS Server:
Current only support 1 RADIUS server

Requests The number of RADIUS Access-Request sent to RADIUS server
Range 0~65535.

Accepts The number of RADIUS Access-Accept received from RADIUS server:
Range 0~65535.

Rejects The number of RADIUS Access-Reject received from RADIUS server:
Range 0~65535.

Challenges The number of RADIUS Access-Challenge received from RADIUS server:
Range 0~65535.

Bad Authenticators The number of invalid RADIUS response packet received from RADIUS server:
Range 0~65535.

Timeout The number of server Timeout happens on Backend Authentication state machine:
Range 0~65535

Packets Dropped The number of packet from RADIUS server to be silent drop by Authenticator
Range 0~65535
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2.4.9.3 EAPOL Statistics

Refresh

Status / 802.1x / EAPOL Statistics
Clear Clear Typs

Relsted: PAE Port FAE Port Status

Previous Command Result: Mormal

I_ | Frame Tx | Frame Rx
|Po FIH:I'IE : Length
| version | Total ReqlD Req Total Start Logoff | ResplD Resp Invalid ‘ i
[+ o p 0 b 0 o D o o D 0
[2]7 0 # 0 0 o 0 [o 0 o o 0
[3] o f [o b o b o o o b 0
[4] o P [o 5 o o o o o o [o
[5] o P [o o [ P [o 5 o o o
[6] o P [o o [o b o b o 0 [o
[z o P [o fo [o o [o b D o o
[e] o R o b [ o [o o o o o
[5] o o b o o o 5 o 3 0
[0 o P 0 o o o [o o o o 0
(] o P [o 5 [o o o 5 o b 0
[12] o P o 5] lo " o o o o o
[ 13 0o o [o fo lo fo lo 5] o o o
[ 0o P [o o [0 b [o b o 0 [0
[15] o |o [o fo o o [o o o b o
I 16 0 o 0 0 lo o |0 0 o ] o
KTi o o o ] |o ] |o ] | D ]
[e] o P 0 o o o [o 0 o o 0
[18] o [o fo o o o o o o 0
@l 0 b o 5] lo o o 0 o 0 o
21 [ o [ lo fo lo 5] o o o
EIEEN] [o o [o b [o b o 0 o
23 o |o [ ko lo o [o I o ] o
[24] 0 P [o fo o b [o o D 0 o
| 1} L I L I L [ [
Operation Clear
1. Select "Clear Type".
2. If clear type is "Port", then select port number to be cleared.
3. Click "Clear" button.
Field Description
Port The index of PAE port:

Value range 1 ~ MAX Number of port.

Protocol Version

The protocol version number carried in the most recently received EAPOL frame.

Range 0~65535.

Frame Tx

The number of EAPOL frames of any type that has been transmitted.
Range 0~65535.

Req Id Frame Tx

The number of EAP Req/ld frames that have been transmitted.

Range 0~65535.
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Req Frame Tx The number of EAP Request frames (other than Req/Id frames) that have been
transmitted.

Range 0~65535.

The number of valid EAPOL frames of any type that has been received.
Frame Rx
Range 0~65535.

The number of EAPOL Start frames that have been received.
Start Frame Rx
Range 0~65535.

The number of EAPOL Logoff frames that have been received.
Logoff Frame Rx
Range 0~65535.

The number of EAP Resp/Id frames that have been received.
Resp Id Frame Rx
Range 0~65535.

The number of valid EAP Response frames(other than Resp/Id frames) that have been
Resp Frame Rx received.

Range 0~65535.

The number of EAPOL frames that have been received by this Authenticator in which
Invalid Frame Rx the frame type is not recognized.

Range 0~65535.

The number of EAPOL frames that have been received by this Authenticator in which
Length Error Frame Rx the Packet Body Length field is invalid.
Range 0~65535.

AVCOMM technologies Inc. WWWw.avcomm.us 333 West Loop N, St 460, Houston, TX 77024

110



http://www.avcomm.us

AVCOMM

— INDUSTRIALIT—

2410 IGMP
2.4.10.1 Group Membership

Status / IGMP / Group Membership (7]
Related: VLAN Interfsce. Static Group Membership.
Guery Type |By ADE Index b

Cuery Index |1 |to 100 ipuery Range: 1~512)
Delete AT vi

Previous Command Result: Normal

| Index | IPAddress | WVID | Filter Mode |Membership | Time (sec) |Status |
Operation Query:

1. Select Query Type

2. Fill query condition

3. Modify query record range (Index range)

4. Click “Query” button to query data.

Delete:

1. Select Delete Type

2. Fill VLAN ID when delete type is “By VID”

3. Select one membership when delete type is “By Membership”

Click “Delete” button to delete data.

Field Description
Index Index, value range 1~512
IP Address Group IP Address.
VID VLAN ID, range 1~4094
Filter Mode Multicast FDB entry Filter Mode.
Membership Bridge Port ID, range GE-1 ~ MAX Number of Port.
Time (sec) Remain Time, unit is second
Status Group Membership status, Dynamic or Static.
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2.4.10.2 Group Membership Source Fdb

Previous Command Result: Normal

Status / IGMP / Group Membership Source Fdb (7]
Query Inde>41—| tol—ﬁ_d—|(Ouery Range: 1~64)

Related: VLAN Interface Static Group Membership

e oD VID Filter Mode Source IP | Gr[gl::r;e ' Sr{g_TelcTe Cintis
Operation Query:
1. Select Query Type
2. Fill query condition (Index 1~64)
3. Click “Query” button to query data.
Field Description
Index Multicast Source FDB table. Max entry size: 64
Group IP Multicast Source FDB group IP address.
VID Multicast Source FDB VLAN ID, range 1~4094
Multicast Source FDB Filter Mode: Include/Exclude
Filter Mode In INCLUDE mode, the GroupRemainTime has no timeout.
In EXCLUDE mode, the block list's source has no timeout.
Source IP Source IP Address

GrpTime(sec)

Group Remain Time:

if it show "--", represents time is 0.

SrcTime(sec)

Source Remain Time:

if it show "--", represents time is 0.

Status

Multicast Source FDB entry type:
Allow/Block
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2.4.11 Layer 3 (Supported in 8028GX28 only)
2.4.11.1 RIP Routes

Status / RIP Routes (7]

Related: RIP wi/vZ

Crsery | Query Type By Al W
Delete Type |By AL W

Previous Command Result: Mormal

| Destination |  Netmask |  Gatewsy | viD | Metric | Aging Time

Operation To query RIP Route Table:

1. Select Query Type to query by All or by VID.
2. Fill VID when query type is "by VID".

To delete RIP Route entry:

1. Select RIP route entry(s).

2. Click "Delete" button to delete RIP Route entry.

Field Description

Destination The destination network address for the RIP route.
Netmask The network subnet mask for the RIP route.
Gateway The next hop gateway address of the RIP route.

The VLAN ID which is the Route of the RIP packet comes from.

VID
Range is 1 ~ 4094.
The metric of the route.
Metric
Range 1~16.
The timeout value of Routing information timeout timer or Garbage collection timer.
Aging Time
Range 0~3600 seconds.
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2.4.11.2 OSPF Routes

Status / OSPF Routes ?)
Table: [Memok M| Refresh

Previous Command Result:Sucoess

[ MetworkiMetmask |  ArealD | Cost | Gateway / Interface

Hote:
(1A} iz means inter area.

Operation To query RIP Route Table:

1. Select Table type.

2. Click "Refresh" button to get OSPF Routes data.

Field Description

Router Address
Area ID
Router Cost

Flag

Gateway/Interface

Network/Netmask
Area ID

Network
Cost

Gateway/Interface

Network/Netmask
Area ID

External
Cost/Ext Cost

Gateway/Interface
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2.4.11.3 OSPF Database

Information: | Romer

Status / OSPF Database Information
v| Refrezh

Previous Command Result: Success

Operation

To display OSPF Database data:

1. Select Information type.

2. Click "Refresh" button to get OSPF database information data.

Field

Description

Information

Router/Network/Summary/ASBRS Summary/ External/ NSSA External

Router

Index: max 16

Link Connected

Link ID

Link Data

Number of TOS Metrics
TOS 0 Metrics

Network

Network mask

Attached Router

Summary

Network mask
TOS

Metric

ASBR Summary

Network mask
TOS
Metric

External

Network mask
TOS

Metric

Forward Address

External Route Tag

NSSA External

Network mask
TOS

Metric

AVCOMM technologies Inc.

WWW.avcomm.us

115

333 West Loop N, St 460, Houston, TX 77024



http://www.avcomm.us

AVCOMM

— INDUSTRIALIT—

Forward Address

External Route Tag

AVCOMM technologies Inc.

WWW.avcomm.us

116

333 West Loop N, St 460, Houston, TX 77024



http://www.avcomm.us

AVCOMM

— INDUSTRIALIT—

2.4.11.4 OSPF Neighbors

Status / OSPF Neighbors

Previous Command Result: Normal
|Index |Meighbor 1D |Priority | State | Dead Time | Address |Interface

Operation To display OSPF Neighbor data:

Click "Refresh" button to get OSPF neighbor information data.

Field Description

Index OSPF Neighbor Index.

Neighbor ID OSPF Neighbor ID.

Priority OSPF Neighbor Priority.
Display format NSM/ISM

OSPF Neighbor NSM:
DOWN/ Attempt/ Init/ To Way/ Exatart/ Loading/ Full

State
OSPF Neighbor ISM:
DOWN/ LoopBack/ Waiting/ Point to Point/ Drother/ Back Up/ DR
Dead Time OSPF Neighbor Dead Timer.
Address OSPF Neighbor Source.
Interface OSPF Neighbor interface VLAN.
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2.4.11.5 VRRP Groups State

Status / VRRP Group State

Related: WYRRP Group Config

ey Query Type |By AT W

Previous Command Result: Normal

| Index | 5tatus

Operation

Query by All:

1.Select Query type "By All"
2. Click "Query" button to query VRRP Group state.

Query by VLAN Interface ID:

1. Select Query type "By VLAN Interface ID"
2. Select VLAN Interface.
3. Click "Query" button to Query VRRP Group state data.

Query by VRRP Group ID:

1. Select Query type "By VRRP Group ID"
2. Select VRRP Group ID range.

3. Click "Query" button to Query VRRP Group state data.

Field

Description

Index

The index of VRRP.

Status

Display VRRP Group number on which VLAN interface and current VRRP State
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2.5 System

2.5.1 Restart

System / Restart (7]
l Restart l l Save Running Config & Restart l
Operation Restart:

Click “Restart” button will restart the system

Save Running Config & Restart:

Click “ Save Running Config & Restart” button will redirect page to “Save & Restore”
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2.5.2 Save & Restore

System / Save & Restore
Database Control Action: :.[.S_gle[:ﬂ_

FTP Server IP

FTP Account

FTP Password

[=]

Submit

Filename
Inband DB
General DB
Boot inband DB

Boot general DB 16 11/19/2012 11:40:57
Set active inband DB | 15 111912012 11:40:57

Set active general DB _1_5 j _‘1_4'1__93'_2_ D__‘l _2 _1 j_:_4 _D:_E ? o
Current Database Status MEMORY WRITE SUCCESS

User Guide:
e (A)Save inband configuration and runtime configuration as the active restoration database for next power-on restoration.
+ (B)Restore inband configuration and control plane configuration by setting another restoration database active.
+ (C)Restore inband configuration and contral plane configuration by setting another restoration database active and system restart.
« (D)Clear inband configuration and control plane configuration in the active restoration database.(Warn: runtime config. is also cleared and Inband d
e (E)Clear inband configuration and contral plane configuration in the active restoration database and system restart.(Warn: runtime config. is also cl
+ (FiClear control plane configuration in the active restoration database.{runtime config. is also changed.)
G)Clear control plane configuration in the active restoration database and restart.(runtime config. is also changed.)
H)Export runtime configuration in cli command format to ftp server.
I)Export runtime configuration in binary format to ftp server.
1Import database in cli command format from ftp server and set it to the active restoration database.
K)Import database in cli command format from ftp server and set it to the active restoration database and system restart.
LiImport database in binary format from ftp server and set it to the active restoration database.
e (MiImport database in binary format from ftp server and set it to the active restoration database and system restart.
+ (P)Save running config to flash replacing the specified backup.

(
(
(
(
(
(
(

Operation Submit:

1. Select Control Action.

2. Fill necessary data for action.

3. Click “Submit” button to start the instruction.

Field Description
Database Control action Select Database control.

(A) Save Inband configuration and runtime configuration as the activerestoration
database for next power-on restoration.

(B) Restore Inband configuration and control plane configuration by settinganother
restoration database active.

(C) Restore Inband configuration and control plane configuration by settinganother
restoration database active and system restart.

(D) Clear Inband configuration and control plane configuration in the active restoration
database.(Warn: runtime configuration is also cleared and Inband configurationis
lost)

(E) Clear Inband configuration and control plane configuration in the active restoration
database and system restart.(Warn: runtime configuration is also cleared and
Inband configuration. is lost)
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(F) Clear control plane configuration in the active restoration database. (runtime
configuration. is also changed.)

(G) Clear control plane configuration in the active restoration database and restart.
(runtime configuration is also changed.)

(H) Export runtime configuration in CLI command format to ftp server.

(Export runtime configuration in binary format to ftp server.

(J) Import database in CLI command format from ftp server and set it to the active
restoration database.

(K) Import database in CLI command format from ftp server and set it to the active
restoration database and system restart.

(L) Import database in binary format from ftp server and set it to the activerestoration
database.

(M) Import database in binary format from ftp server and set it to the activerestoration
database and system restart.

(P)Save running configure to flash replacing the specified backup.

FTP Server IP

Input FTP Server IP Address

FTP Account

Input FTP Name

FTP Password

Input FTP Password

Filename Input File Name
Inband DB Inband Backup Name (1 ~ 31 characters)
General DB General Backup Name (1 ~ 31 characters)

Boot inband DB

Show runningcfg backup

Boot general DB

Show runningcfg backup

Set active inband DB

Show runningcfg backup

Set active general DB

Show runningcfg backup
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System / Firmware

Previous Command Result: Normal

FTP Information

[Remote Server IP

:Server Uszer Name

:Eer\-\er Password

File Name

ééchedule Time [Enabled
EFrP Write Flash

il
T ] [T ] ] (Fermst: MWDDAYYY HH:MM:SS)

[ P Getand write Flash | CIReboot After Remote Downloss

[Partition Location
IPartition:0

[Partition:1

r
If.hange Partition

Partition Information

|current Boot Next Boot Description
- = 00.02.02
|YES YES 00.02.02

E= T
|

éNote:Upgracﬁrvg firmware may disconnect this page.
|Please refresh the page if itis disconnected.
Warning:Upagrading firmware may take a few minutes.
|Please don't turn off or reset the BOX

ETP Get and Write Flash:

Operation
1. Select Schedule time checkbox to setting schedule
2. Fill schedule time
3. Click “FTP Get and Write Flash” button will load firmware from remote server IP, If
the “Reboot After Remote Download” was selected it will restart system when the
firmware was changed.
Submit:
Click “Submit” button will change the partition. The system will use this partition
number when the system is restart.
Field Description

Remote Server IP

Type in the IP address of the FTP server where the firmware is stored.

Server User Name

Type in a user name accepted by the FTP server.

Server Password

Type in a password accepted by the FTP server.

File Name

Type in the name of the firmware file (string length 1 ~ 64).

Schedule Time

Select Enable checkbox and type in the schedule time to update of the firmware file.

The time format: MM/DD/YYYY HH:MM:SS
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FTP Get and Write Flash After you have entered the FTP server, user name, password and firmware file name,

click on this button to start the firmware update process.

Reboot After Remote Select the checkbox if you want the system reboot automatically once the firmware
Download update is finished.
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2.5.4 Alarm Profile

System / Alarm Profile =

Related: Alarm Current Alarm History Ewvent Log

Previous Command Result: Mormal

||j_|ﬁ| Description

0 [101/GE-1 Port Link Down

|1 |102|8E-2 Port Link Down

|1 [103/GE-3 Port Link Down

|1 |104 /524 Port Link Down

| {105 {GE-5 Port Link Down

1
=t
|C] |10 |GE-6 Fort Link Down

|01 [107|GE-T Port Link Down

=T 5 |
| {108 GE-8 Pert Link Down

|0 [103 |35 Port Link Down

ID [110}6E-10 Port Link Down

| [¢11}3E-11 Port Link Down

|1 [112|GE-12 Port Link Down

|0 [112/8E-13 Fort Link Down

|3 [114/eE-14 Port Link Down

|3 [1158E-15 Fort Link Doan

| [118/BE-16 Port Link Down

|00 [117|GE-17 Port Link Down

|1 [118|GE-18 Port Link Down

|1 [119/GE-19 Port Link Doan

|0 |120/BE-20 Fort Link Down

[

| I
= |
] 122 {5E-22 Port Link Down

Level | Mask
Mmor || Mask b
[z |
M 4[Ma |
Mz oa|[Mak
Moo M|[Mae M
Mimor e[| Mask vl
Mmor || 3ask bl
Mmor e [alese 3
Moo p(|Mask ™
Mo ag|[Mae a2
Mzor || Mask
Mo wg|[Mze  a
Mo W[ Mask v
Mimor (| Mask g
Mo | [Mask M
Moxr oM &
Mmor b (| Mask W
e
Mz o||Mz
Mo ae|[Mak

1{GE-21 Port Link Down Maor MMz M
M w|Mi W)

Operation Modify:
1. Select Row data checkbox.
2.  Modify Level and Mask.
Note: When any alarm exists, the Alarm LED will be lit, and Alarm Output Relay will
also be enabled.
3. Click "Modify" button to modify data.
Field Description
ID Alarm Type ID.
Description Alarm Type Description.
Level No matter alarm is major/minor, Alarm LED color always be red.
Mask If alarm is masked, then alarm item will not be captured in alarm history/current; SNMP

trap either. If specific alarm item is masked, then it will not trigger the Alarm LED on or

off.
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2.5.5 CLI Options

System /CLI Options

Previous Command Result: Normal

Idle Timeout ls00

seconds

Max session count| 4

Operation Modify:

1. Modify the configuration.

2. Click “Modify” button to apply change.
Field Description
Idle Timeout

Specify the timeout seconds for the operational interface. The session will be closed
once the idle time exceeds this timeout value.

Value range is 60 ~ 65535. 0 means disable timeout.

Max session count

Specify the maximum allowed sessions for the CLI (command line interface): 1 ~ 10.
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2.5.6 HTTP (HTTPS)

System / HTTP(HTTPS)

Previous Command Result: Normal

HTTP Service: HTTF »
iHTrP Port (30 [[For HTTP only. Default Port 80

EHTrPS Port 43 | For HTTPS only. Default Port: 443

Operation Modify:
1. Select HTTP or HTTPS.
2. Change the port number if necessary.

3. Click “Modify” button to apply the change.

Field Description
HTTPS Service HTTPS / HTTP. Default is HTTP (HTTPS disabled).
HTTPS Port HTTPS service port. Range: 1~65535, Default Port: 443.
HTTP Port HTTP service port. Range: 1~65535, Default Port: 80.
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2.5.7 SLL (new)

System / SSL = (2)

Related. HTTF{HTTFS)

[ Uplosd Mew J [ Use Default Certificate ]

Previous Command Result: Normal

= Encrypted  Decrypted

55L Certificate

Operation Use Default Certificate:

1. Click "Use Default Certificate" button.

2. System will delete uploaded certificate, if it's exist.

3. After delete success, it will show default SSL certificate.
Upload New:

1. Click "Upload New" button.

2. Copy and Paste both Private Key (privatekey) and Self-Signed SSL Certificate (cert)
in the input area.

3. The certificate must be in PEM format as the following, otherwise upload would be
failed:

-----BEGIN RSA PRIVATE KEY-----
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2.5.8 SNTP

System / SNTP (7]
Moudify Sync

Previous Command Result: Normal

Select Time Fone: |'_'-.\r!IT-')3.'}3Ct\cc'_f.'.c'n}i:a:T:.c |
[Time Zone I GMT |
|system Date (WDIYYY) '
|system Time (H:bt:5)
[Polling Interval

[ENTP Server Address

Operation Modify:
1. Modify the configuration.
2. Click “Modify” button to modify data.

Sync:

Click “Sync” button to manual synchronize system time from SNTP server.

Field Description

Select Time zone Sets the local time zone with Time Zone list. Sixty-six of the world's time zones are

presented (including those using standard time and summer/daylight savings time).

System Date Sets system date (mm/dd/yyyy).
System Time Sets system time (hh:mm:ss).
Polling Interval Sets polling interval (seconds) that SNTP client will sync with designated SNTP server.
SNTP Server address Sets SNTP server IP address for your system.
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2.5.9 Syslog

AVCOMM
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System / Syslog

Previous Command Result: Normal

Status:é-_i:.]isab-léa-m

Current Server | _ 192.168.14

Syslog Server Address|[192 | [188 |1 |1

Operation Modify:
1. Select Enabled/Disabled option and click Modify button to enable Syslog function.
2. Modify the configuration.
3. Click “Modify” button to modify data.

Field Description

Status

Value is Enabled/Disabled, default is Disables.

It will control the system log work or not.

Current Server

Current Syslog server IP address.

Syslog Server Address

New Syslog server IP address. The server must be a remote host.
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2.5.9 User Administration

System / User Administration (7)
Create | Delete || Modify Related: CLI Options

Previous Command Result: Normal

N Access LevellC omment

1 Jadmin Super User |

System / User Account - Create (7]

Password | |

Confirm Password | |

Comment | |

———

!

System / User Account - Modify

User Hame iadmin
[ Change Password
New Password
Retry Password
Comment |
Apply l l Cancel
Operation Create:
1. Click “Create” button to create page.
2. Fill user name, access level, password, confirm password and comment fields.
3. Click “Apply” to create setting data or click “Cancel” to cancel it.
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Delete:
1. Select one row data for delete.

2. Click “Delete” to delete selected data.

Modify:
1. Click “Modify” button to modify page.
2. Select “Change Password” checkbox if you want to change password.

3. Filluser name, access level, New Password, Retry Password and comment

fields.

4. Click “Apply” to apply change or click “Cancel” to cancel it.

Field Description
User Name Shows the user name (up to 32 characters).
Access Level Show the access level of the user:

Super User - The user can access to all functions.
Engineer - The user can access to all functions except user account management.

Guest - The user can access to basic display functions.

Password Enter a login password of 1-31 characters.
Confirm Password Enter the login password of previous field again.
Comment Description of the user account (up to 31 characters).
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2511 SNMP
25111 SNMP Options

System / SNMP Options = o

. Related: Community Target User Group Yiew
Previous Command Result: Mormal

[Loading SNMP 1|
SNMP Restart |configuration to

|system.

E | | - =]

Operation Restart:

After any SNMP setting changed, only configuration is changed, but not apply to the
system yet. All SNMP changed configuration could work after restart SNMP. It will not

reboot system, but may take several seconds to load SNMP setting.

Modify SNMP Version:

This button is used to set whether snmp v3 is enable or not. If snmpV3 switch is set to
disable, the system would use snmp v2c only. If snmpV3 switch is set to enable, the

system would use snmp v3 setting. Changing this will restart SNMP automatically.

The snmp v3 parameters would be valid only if snmp v3 is enabled.
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25112 SNMP Community

System / SNMP Community

(2

Related: Options Target User Group Yiew

Community Name: |

Access Mode:

[ modty || Delete |

Previous Command Result: Normal

View/Group Name: |none v|

CetlSet v |

D :"Index ' Community Name View/Group Name pr——
CIRN = C—
Operation Create:
1. Fill the Community name.
2. Click "Create New" button to create new Community.
Modify community entry:
1. Select entry by check up the check box
2. Modify field data:
3. Click "Modify" button to apply the change.
Delete community entry:
Select entry by check box, then click "Delete".
Note: This page supports multi-selection, click one or more row items to delete. User
also could click "select all" to delete all target items.
Field Description
Index SNMP Community index, The system supports up to 32 Community data.

Community Name

SNMP Community name, for SNMP v1/v2c.
Only if community name match, the SNMP request would be received.

Community Name max size is 31 characters.

AVCOMM technologies Inc.
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View and Group are used for SNMP v3 only.

A community is allowed to bind one of the view or group name. If it does not take any
group or view, it will be a v1/v2c community. If it takes a view or a group name, the
View/Group Name community will be treated as a v3 community. The v2c and v3 communities could exit
in the community table concurrently.

It will display "unknown(name) when view/group name doesn't exist in view/group

table.

Access Mode Choice access right. Allow Get operation only, or allow both Get and Set.
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25113 Trap Target

SNMP Modify:

AVCOMM
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System / SNMP Trap Target = (2

Related: Options Community User Group Yiew

[ Moty | [ Delete |

Previous Command Result: Normal

Notify | Targst
Dlndex Notify Name Notify Tag
Operation Create:
1. Click "Create New" button to create new notify tag.
2. Fill the notify name and notify tag.
3. Click "Apply" to create, "Cancel" to abort.
Modify:
1. Select entry by check box
2. Modify field data
3. Click "Modify" button to apply change.
Delete:
1. Select entry by check box
2. Click "Delete" button to delete Notify Tag item.
Field Description
Index SNMP notify tag index, The system supports up to 32 notify tags.
Notify Name Name of Notify entry. Notify Name max size is 31 characters.
Notify Tag string.
If tag of Target entry matches any tag from tags of Notify Table, then SNMP trap
Notify Tag

function would work.

Notify Tag max size is 31 characters.
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SNMP Target:
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System / SNMP Trap Target = 2

Previous Command Result: Normal

Notify | Target
[0 Index

Related: Options Community User Group View

Target Data Modify

Operation

Create:
1. Click "Create New" button to create new target data

2. Fill the target IP address, name, port number, and trap version. Give a new tag name

or select a existing notify tag name as target name

3. Click "Apply" to create, "Cancel" to abort.

Modify:

Click row item "modify" button to modify existence targetdata.
Delete:

Select entry by check box, then click "Delete".

Note: This page supports multi-selection, click one or more row items to delete. User

also could click "select all" to delete all target items.

Field

Description

Index

SNMP target index, The system supports up to 32 target entries.

Target Address

Target IP address, the host IP address of trap receiver.

Value range 0.0.0.0 ~ 255.255.255.255

Address Port

Target Address port number. TCP Port number of Trap receiver.

Range: 0 ~ 65535, Default is 162

Target Name

Name of target. Target Name max size is 31 characters.

Target Tag

Add a target tag, or pick up existing notify tag from Notify Table.

Trap Version

Select SNMP trap version. Supports v1/v2c
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25114 User

System / SNMP User 2

Related: Options Community Target Group View

User User | Group
w3 User
Create New Name: Type: | v| MName: ‘ v|

Auth OE o Auth ]
MD5

Protocol:l v| Password: |

Priv i_T| Friv —|

Protocol:| Password:

Modity || Delete

Previous Command Result: Normal

D iNu.;User Namel SEE::IW | Uiser Type ?Group NameEPrﬁ:I;tol:Pa‘::v‘urrllerEPrgtrli}‘::c}I; Pa:s:i:ord
Operation Create new:
1. Fill "User Name" and select "User Type", "Auth Protocol" and "Priv Protocol".
2. Click "Create New" button to create new user.
Delete:
1. Select a row data in user account table (also support multi-select).
2. Click "Delete" button to delete user account.
Field Description
User name, length 1~31.
User Name
Accept any characters except space, quote mark and "?".
SNMPV3 user type.
Options:
1. Read Only
2. Read Write
User Type
3. v3 User
If "User type" is "v3 User", the "Group Name" should be provided.
No matter which User Type is selected, the authentication and Privacy options are
allowed.
Access Group name, length 1~15.
Group Name Accept any characters except space, quote mark and "?".
If user type is "Read Only" or "Read Write", then this field is not needed.
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User authentication protocol. Works only if SNMPv3 is enabled.
Options:
1. None
Auth Protocol 2. MD5
3. SHA
If "Auth Protocol" is "None", "Priv Protocol" always is "None". If "Auth Protocol" is MD5

or SHA, "Auth Password" should be input.

Authentication password, length 8~15. Works only if SNMPv3 is enabled.

Accept any characters except space, quote mark and "?".
Auth Password

If Authentication Protocol is "None", then Privacy options are not needed.

User Privacy protocol. Works only if SNMPv3 is enabled.

If "Priv Protocol" is not "None", "Priv Password" should be input.
Priv Protocol Options:

1. None

2. DES

Privacy password, length 8~15. Works only if SNMPv3 is enabled.

Accept any characters except space, quote mark and "?".
Priv Password

If "Priv Protocol" is "None" the field not needed.
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25115 Group

System / SNMP Group =0
Group Name: | Sec. Model: Sec. Level: 'NoAuﬂm,ﬁo_Pri\r w

Read View: Write View:

Previous Command Result: Normal

Related: Options Community Target User View

0 %Ho. ?Group Name%.‘iecurityr Ml:niel§Stalsurit1|r LeveléRead ViewiWrite View?

Operation Create new:
1. Fill "Group Name" and select "Sec. Model", "Sec. Level".
2. Click "Create New" button to create new group.

Note: max group entry: 32

Delete :
1. Select a row data in VACM group table (also support multi-select).

2. Click "Delete" button to delete user account.

Field Description

Group name, length 1~15.
Group Name
Accept any characters except space, quote mark and "?".

SNMP security model.
Options:
-v1
supports read/write view.
Security Model
-v2c

supports read/write view.

- v3usm

supports read/write view & security level.
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Security Level

User security level.
If "Security Model" is "v1" or "v2c", the field is not used, it will be show as "--".
States as below:

- NoAuth, NoPriv (No authentication and no Privacy)

- Auth, NoPriv (Authentication and no Privacy)

- Auth, Priv (Authentication and Privacy)

Access View for Read (snmp-get)

Select from the view list. If list is empty, create access view with page "SNMP View"

Read View
first.
It will display "unknown(xxxx) when the name of xxxx doesn't exist in view name.
Access View for Write (snmp-set)
Select from the view list. If list is empty, create access view with page "SNMP View"
Write View

first.

It will display "unknown(xxxx) when the name of xxxx doesn't exist in view name.
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System / SNMP View =

Related: Options Community Target User Group

View
Mame: ‘

Wiew |I.mlude v| Sub | |

Type: Tree:
Delete Type | by Index »
Previous Command Result: Normal
[ [No. |View Name|View Type|Sub Tree
Operation Create new:
1. Fill "View Name", "Sub Tree" and select "View Type".
2. Click "Create New" button to create new view.
Note: max group entry: 32
Delete:
1. Select a row data in VACM view table (also support multi-select).
2. Click "Delete" button to delete user account.
VACM View can be delete by Name or by Index. Note that if delete by name, all entries
with the same name would be deleted together.
Field Description
View Name View name, length 1~15.
Accept any characters except space, quote mark and "?".
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View Type Accessible/Not accessible of object (SNMP OID).
Select down list box:
1. Include, allow access the subtree/oid;
2. Exclude, doesn't allow access the subtree/oid.
Note: the oid is a prefix, no need to match it exactly.
For example: 1.3.6.1.2.1 (include), it means 1.3.6.1.2.1.* are accessible.
For example: 1.3.6.1.2.1 (exclude), it means 1.3.6.1.2.1.* are NOT accessible.
An example of wildcard(*):
1.3.6.1.%.1 (include), it means that
1.3.6.1.4.1.* are accessible and
1.3.6.1.2.1.* are accessible.
Sub Tree SNMP OID or Object Name of MIB

Input format is OID, char length 1~31.

Accept MIB object name "iswitch", or wildcard (*).

iswitch represents 1.3.6.1.4.1.5833.2012

For example:

1.3.6.1.2.1

1.3.6.1.4.1.5833.2012

iswitch.1

iswitch.2.6.1.1..4
(iswitch.2.6.1.1 is EthernetPort Entry, it means this view include/exclude the 4th port of
the table.)
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